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FOA Informing on...

Dezfence research in Sweden is
organized on lines compatible
with the alliance-free policy of
the country. The research must
be broadly based.and many prob-
lems have to be tackled from
the bottom before they can be
brought to a practicable solution.
In many aspects defence research
cannot be regarded as an isolated
matter. and therefore it has to
be coordinated with civil sci-
entific research. Among the many
university. industrial and military
organisations which in Sweden
are involved in defence research.
the central organization is the
Research Institute of Swedish
National Defence. i.e. FOA.

A few figures may be of in-
terest. For the fiscal year 1967
68 FOA has been granted 69
million Swedish Kronor (about
14 million dollarsj: the number
of its employees is about 1500.
In addition. a large number of
scientists contribute to the work
of FOA on a consultative basis.

The activities of FOA are
divided mainly into four scientif-
ic departments. FOA 1 works
with problems in chemistry and
medicine. FOA 2 with physics.
FOA 3 with electronics and tele-
communication, FOA 4 with
nuclear physics and nuclear
chemistry. In addition to these
four departments. FOA has a
division for Research Planning
and Operations Research. FOA
P. a Materials Research Division.
FOA M. and a special Military
Electronics Laboratory. FTL. for
type testing and standardization
of electronic components and
equipment. And finally an ad-
ministrative department. FOA A.

One of the main problems in
scientific research is how to get
an effective internal and external
information service. In the mat-
ter of defence research there are
special problems associated with
military secrecy. Much attention
has been paid to information
problems at FOA. In the sphere

of external information about the
activities of FOA several series
of reports, journals and informa-
tion booklets are now available.
Most of these publications are
written in Swedish. but some of
them are available also in Eng-
lish. The most important of these
publications are:

Rescarch Institute of Swedish
National Defence, a short pub-
lication on FOA and its activi-
ties.

FOA Reports, a series of ori-
ginal research reports distributed
to libraries and research organi-
zations all over the world.

FOA Reprimts, a series of
scientific papers which FOA
scientists have published in inter-
national journals and other pub-
lications outside FOA.

The first issue of the series
FOA oricaterar OM ... (FOA
Informing on...) to become
available also in English was
“FTL—The Swedish Military
Electronics Laboratory™. describ-
ing the activities of FTL in the
fields of reliability research.
standardization. and type testing.

The purpose of the series FOA
orienterar OM . . ., of which this
is the second English issue, is to
present easily and broadly under-
standable surveys in advanced
research domains. The various
publications are written by spe-
cialists from the research staff
of FOA. but—as in the case of
this issue. “Electronic Warfare™
—they do not necessarily con-
cern Swedish conditions. On the
other hand the OM publications
always deal with fields in which
FOA is in some way involved.

From the secrecy point of
view this OM issue. “Electronic
Warfare™, has been extremely
difficuit to write. In the way it
has been published. “Electronic
Warfare™ may be looked upon
more as a basic textbook than as
a statement of the work of FOA
and the conditions of Swedish
defence in this field.
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displayed. As in other OAM pub- It is believed that this publica-

The publication may be divid-
ed into two main parts. the first
of which deals with the histor-
jcal, scientific and technical
foundations of electronic war-
fare (up to page 33). The second
part is made up of three ex-
amples of electronic warfare
situations.

The foundations of electronic
warfare may be regarded as al-
ready available in international
papers and other sources. and
consequently the value of the
FOA publication is in this respect
the way in which the informa-
tion has been summarized and

lications the illustrative material
is considered to give the best
information. This is aiso true of
the three examples of electronic
warfare situations. which are
rather particularized. It may be
stated that these exa21)nles are to

be looked upe 2ly iimagi-
nary situation. do not
allude to spec-a i+h con-

ditions. Similarities by -en the
examples and Swadish defence
systems relate only to principle.
and they do not imply evalua-
tions or estimates of existing
systems.

tion. “Electronic Warfare™. is
rather unique and that few un-
classified publications have pre-
sented such a detailed and com-
plete view of the subject. It is
also hoped that “Electronic War-
fare™ will give some idea of the
level of Swedish military elec-
tronics.
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INSPECTED

Nils-Henrik Lundquist, Head of Electronics Department, FOA 3

On Electronic Warfare

Nuclear weupons and biological
and chemical agents are modern
weapons in the arsenal of the
great powers, which in the course
of time have become more or
less familiar to the general pub-
lic. Through technical reports.
comments and discussions in
various publicity organs their
characteristics and effects, and to
some extent their consequences
for military strategy and policy.
have come to the knowledge of
the circle of readers interested
in military technology.

Another highly important field
of military technology which has
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not become so widely known is
that of electronic countermea-
sures (ECM) and electronic war-
fare. To give a summary defini-
tion of these terms one may say
that electronic countermeasures
are technical instruments for in-
ternational interference with the
enemy’s radio communications.
radar. radio navigation systems
etc. in order to put them out of
action as links in the total mil-
itary machine. Electronic war-
fare is the entire strategic and
tactical game that can be played
—with electronic or other coun-
termeasures—around these ex-
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This publication is the result of teamwork

by menihers of FOA 3,

who are presented in the adjoining photograph.
(From left) Alf Lindgren, Rolf Gezelius, Sven Sundius.

Nils-Henrik Lundquist,

Goaosta Levin, Ingmar Persson. Sven Hasselrot

and Torsten Linell.

tremely important links in a
modern military system, in order
to maintain them in action or 10
eliminate them. depending on
the side on which the game is
played.

Publicity has not beer al-
together lacking in guestions
concerned with electronic war-
fare. but the material is both
difficult of access, since it has
been published almost exclusively
in technical journals. and is in-
complete, insofar as it deals
particularty with purely techno-
logical principles and equipment
design problems, while very little




has been written about the role
of the equipment in operative
contexts. This is due to the strict
secrecy in all countries  which
are in any way active in this
field: the reasons for this se-
crecy will be considered in the
next section.

But even if there are grounds
for secrecy in certain respects.
there are also strong reasons for
imparting  general information
about the existence and sigaif-
icance of electronic warfare, In
this publication. therefore. the
Research Institute of the Swedish
National Defence (FOA)}— in
consultation with the Defence
Staff—has wished to present the
problems of clectronic warfare
in such a way as to cnable the
general reader with an interest
in military matters to assess the
role that this form of warfare
may assume, both in general and

in relation o our own defence
problems.

Within FOA the Flectronics
Depurtment (FOA 3) & rspons-
ible for technological and scientit-
ic research and investigations on
questions of electronic warfare.
In a way one may say that it
is the main job of the Depart-
ment. It conducts  studies  of
communication. navigation. and
radar techniques. and of counter-
measures  against them. These
studies cannot be conducied sep-
arately, however, but must be
coordinated: an idea for a new
radar solution brings up the
question  of  countermeasures.,
just as @ new  countermeasure
against o pavigation  system
brings up the question of electro-
ne counter-countermeisuies
(ECCM). This continous intern:i
technical duel within the Depart-
ment 1s a small scale model ot
what is happening on the inter-

national military scene. and itis
intended 1o provide the Swedish
Defence with a basis for optinmid
balunce in cquipment procurce-
ment. This goal has found prac-
tical eapression in the prepara-
tion of this publication. in that
the members of the team ot
authors hive their daily work in
widely different parts of  the
Department’s organization,

These remurhs must suffice us
presentation of FOA 3 engage-
ment in questions of electronic
warfare., For reasons of secrec:
no concrete exemplification will
be given of specific assignments
at FOA. nor a technical accoum
of cquipment or projects which
concern the various branches of
defence. 1 hope nevertheless that
this will not make the publica-
tion uninteresting.  but  that it
will fulfil ity informational pur-
pose as indiciated above.




History of Electronic Warfare

The course of the second world
war was characterized to a large
extent by two great innovations.
the large-scale use of armoured
vehicles and bombing aircraft,
and the methods of defence
against them. antitank weapons
and air defence. A third new
technical feature was the use of
electronics for new functions
and on a wider scale. without
which, in fact. the expanded
tasks of air warfare. both offens-
ive and defensive. would have
been impossible.

At that time the first modern
radio navigation systems came
into use to guide the bombing
aircraft to their targets in dark-
ness and poor visibility. But at
the same time the first radar
systems were developed. both
ground-based to give early
warning of air attack. and fire-
control and airborne intercept
radar to help the active air de-
fence weapons in their task.
Radar proximity fuzes were in-
troduced for exploding anti-air-
craft shells, radio methods were
developed for guiding bombs in-
to their path of descent. radar

and radio  navigation found
marine applications as well. to
name only a few examples.

But these developments were
also a challenge to try to jum the
enemy’s radar and radio equip-
ment, and the “Electronic War™
was thus an established fact. It
was a silent war. without front-
line reports or other publicity.
but it often had a great signif-
icance for the course of the war
as a whole. and it was full of
dramatic situations.

During the bombing of Britain
in the winter of 1940-41 the
Germansemployed a system with
the code name “Knickebein™ to
guide the planes to the bomb-
release point. The British had
the great ingenuity to detect and
analyse this system. based on a
number of directional radio
transmitters. before it came into
operational use. They construct-
ed a countermeasure consisting
of a large transmitter. the signals
from which were mixed with the
control signals so that. without
knowing it. the bomber was led
to a false bomb-release point.
The same thing happened with

This photograph, taken by a British reconnaissance aircrait, gave the first
indication of the German fire conirol radar '‘Wirzburg” and led to the

Br raid, well- in the

of the icat intelligence service.

other systems which were em-
ployed later. and it is calculated
that as a result of jamming only
one fifth of the 10tal bomb load
reached the target areas.

At midnight on February 27.
1942, a small group of parachut-
ists landed on a coastal plateau
al Bruneval just north of le
Havre. They quickly overcame
the local defence and held it in
check while a group of techni-
cians examined and dismantled
a peculiar installation on the
edge of the cliff: the group then
made its way down 10 the beach
where it was picked up by units
of the British navy. This was the
first military raid made against
the German-occupied French
coast, its aim being to procure
information about what was—
rightly—suspected to be a new
German fire-control radar. This
information and the captured
items of equipment were later
invaluable for the protection of
the allied armadas against the
German anti-aircraft defences.

One such protective method
was "Window™. ie. strips of
metal-coated paper. which were
scattered in large numbers from
bombers and. through their re-
flections. produced innumerable
deceptive and masking echoes
on the anti-aircraft. fighter and
air surveillance radar screens.
The idea had actually been con-
ceived before the war. but its
use in practice was delayed part-
ly on account of doubt as to its
effect, partly from a fear that
the enemy could use it with
greater result. In the summer of
1943, however. it was decided to
use the method in the large-scale
attacks on Hamburg. and the
result in the form of confusion
of the air defence surpasted all
expections. It is part of the irony
of history that the same tech-
nigue had been developed in




{Above) A radar picture of the centre of Hamburg with Lakes Aussen-Alster
and Binnen-Alster; between them Lombard Brldge (Below) The same area
after radar camoutlaging: Binnen-Alster is by a street k-like
reflector pattern, and a simulated Lombard Bridge cuts oft the inner portion
of Aussen-Alsier.
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Germany. and Goring had been
informed about it in 1942, His
main concern wias the conse-
yuences for the German  air
defence if the allies got wind of
the method. and he  therefore
forbade all further work on it
and hud all the documentation
confiscated. one result being that
the radar personnel in the Ham-
burg area were entirely  un-
prepured for the forms of inter-
ference employed in the giant
attachs on that city.

In general. however. the Ger-
mans were by no means lacking
in appreciation of the possibil-
ities of countering the allies’
electronic measures. From the
winter of 1943-44 und onwards
the allies used airborne radar on
their bombers for navigation and
hombing: the black areas re-
presenting lakes. mouths  of
rivers etc. on the radar indicator
were features of navigational
importance. This was realized by
the Germans and a widely used—
and largely effective—counter-
measure was the camouflaging
of open water with rafts carry-
ing a set of radar reflectors.

The high-point of electronic
warfare during the second world
war. however, was in conjunc-
tion with the invasion of Nor-
mandy in 1944, There it formed
part of an overall plan. the aim
of which was to deceive the de-
fenders concerning the point at
which the main thrust of the in-
vasion would come. Innumerable
means were used to this end:
mockh  concentrations of troups
and  tonnage. deceptive  radio
communication.  spreading  of
rumours. false agents’ reports ete..
all designed to create the im-
pression  that the main effort
would be across the Straits of
Dover. The role of electronic
warfare was in broad outline as
follows.

On the days before the inva-
sion the radar stations were sub-
jected o heavy bombardment
which. however. left a number
of stations intact on the simulat-
ed invasion coast but only i few




Mandrel

on the intended site of the real
invasion. At the time of the
actual invasion the remaining
stations were subjected to jam-
ming which, however. was less
intense in the Calais sector.
There. instead, aircraft were sent
out which slowly circled for-
wards at low altitude. releasing
window in order to simulate a
large invasion fleet on the move.
As is known. this entire decep-
tive operation succeeded in its
strategic intention: the setting-in
of the strategic reserve to rein-
force the defence in the critical
sector was delayed so long that
the invasion forces gained a
firm foothold. One single authen-
tic observation of the actual
invasion force was reported to
headquarters from a radar sta-
tion near Caen. but it disappear-
ed in the welter of false. contra-
dictory or irrelevant reports.
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British airborne

As the examples show. the use
of new electronic systems and
new countermeasures to them
was due 10 the desire to obtain
surprise in conjunction with an
important operation. and this
necessitated very strict secrecy
around the systems that were
being developed. A similar se-
crecy has been customary also
during the period since the war.
This. perhaps. does not apply so
much to new electronic measures
—radar  stations.  navigation
systems, guided missile systems
—the essential data of which
cannot be kept secret in practice
after they have come into use for
training. exercises and opera-
tional service. but it does apply
to a very great extent to the
electronic countermeasures. as
regards their operative status,
functions and practical perform-
ance.

The reasons for this secrecy.
however. are no longer the
same. One cannot now expect to
achieve any major strategic sur-
prise at the outbreak of a con-
flict by means of a new type of
countermeasurc—the  technical
possibilities are all too well
known for that: nor is there
reason to plan a series of suc-
cessive tactical surprises when
the prospect of a rapid and de-
vastating outcome based on nuc-
lear weapons is the alternative to
which the main attention must
be paid. No. the difference is.
quite simply. that there has been
peace btween the great military
powers since 1945. This does not
mean that each individual nation
does not make the military pre-
parations needed for armed con-
flict. The tactical succession of
new measures and counterineas-
ures during actual war has given




The layout of the jamming apparatus
in a bomber from the second world

way to a similar, peacetime.
succession of equipments and
doctrines in respect of measures
and countermeasures introduced
in the armed forces ias technol-
ogy has developed and intell-
igence concerning the opponent's
technical  dispositions  has  be-
come available. Viewed in this
light, the electronic armaments
race does not differ in principle
from that in other technological
fields. The reason for secrecy is.
quite simply. the desire to create
an nuncertainty in other powers
as to how far one has come. an
uncertainty which may be pre-
sumed to have a deterrent effect
on aggression.

From these points of view it
may seem as though the general
secrecy surrounding electronic
countermeasures is unnecessarily
strict. This may be so. but there
are some special reasons for it.
One is that electronic equipment
is fairly flexible in use and that
its technical data can often be
quite easily modified. If it is
known that the opponent has a
jamming equipment which s
operative within a given fre-
quency range and at a given
power level, it can often be quite
easily parried. for example by
detuning or change of tubes.
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Another. perhaps more profound.
reason is that the effect of jam-
ming of. for example. a radar
system s so difficult to assess
that certain forms of interfer-
ence may—even if they are
Known in principle—have a more
or less overwhelming surprise
effect in the opening stage of a
conflict.

Under these conditions. there-
fore. a kind of drawing-board
war has been waged between the
designers of electronic measures
and countermeasures during the
last 20 years without any actual
confrontation taking place. The
Korea War was not of a char-
acter which required advanced
electronic weapons: nor the Cuba
crisis either, even if it gave rise
to technologically qualified re-
connaissance tasks. In conjunc-
tion with the repeated Berlin
crivis the wvse of window has
rometimes been reported as a
visk for civil aviation: but it
appears as if the psychological
warfare clement involved there-
in. «nd in the publicity surround-
ing it. has been the most impor-
tant factor. On the other hand.
the Vietnam conflict does seem
to involve some trial of strength
in the electronics field.

1t is known that electronically
controlled anti-aircraft missiles
of Soviet type have been used in
North Vietnam: it is also known
that the losses they have caused
to attucking American aircraft
have been very slight. What this
may be due to-—poor quality of
weapons. inexperienced operating
staff or effective countermeas-
ures—<cannot at present he de-
cided: but the American military
and electronies press has report-
ed that specially equipped planes
accompany the bombers in order
1o Jocate the missile bases and
to take countermeasures con-
sisting both of jamming of the
missile radar and of evasive ac-
tion by the attacking aircraft. It
is also stated that the U.S. Navy
has used "Shrike™ missiles. which
are designed to home on and
destroy radar stations, but thai
the result has hitherto been
comparatively modest.

It is hardly likely. however.
that the most advanced electronic
methods would be used in a con-
flict of this kind. One may ex-
pect that there are other elec-
tronic weapons Kept in reserve.
in the event of a direct confron-
tation hetween the greal powers.

9




The Role of Electronics in the
Weapon Systems of Today

In order 1o understand the back-
ground and the conditions for
the achievement of combat econ-
omy through the use of elec-
tronic weapons. it is necessary to
analyse the function of elec-
tronics i modern weapon  sys-
tems.

One finds that such military
engineering branches as weapons
technology, acronautics ete. have
developed an increasingly  high
degree  of  efficiency.  speed.
range. altitude. coverage. ete.
This had led to correspondingly
stricter requirements of surveil-
lance, coordination and control
of the combat systems in order

An anfi-aircraft missible € is guid-
ed by the fire control radar @ and

that technically  and  tactically
effective results may be attained.
In the majority of cases these
requirements can be met onhy
through the wse of electronics,
chiefly because of the range.
speed, capacity, independence of
weather, and precision that are
thereby  attained.  Flectronic
methods and  equipments  have
therefore hecome  indispensable
camponents in many - military
systems, without which the other
advances in weapon systems can-
not be effectively utilized.

An example is the large radius
of action of modern bomber air-
craft. This requires a navigational

The fighter aircrat @ is directed
by the enemy aircraft by radiocom-

homing device @ into
with the enemy aircrait @ . The tire
control radar receives target acqui-
sition data from the surveiliance
radar. Q.

@ on the basis of data
from the surveillance radar. and in
the final phase by its own radar @

Survelifance radar can detect the
enemy's aircraft at so great a dis-
tance that the aircraft can be en-
gaged before it comes in aver the
defender's coast.

ssatem  which,  regardless  of
ground visibilits. operiates along
the entire route of the attaching
force and. especially in the finu
phase. leads the aircraft exacth
to their target. Apart from the
inertial navigation methods, all
long range and high precision
navigation systems are based on
the use of radio waves. The pre-
cision  of inertial  navigation.
moreover. diminishes rapidly with
increasing distance unless very
advanced equipment isemployed.

likewise the condition for de-
fence against bombing attachs is
that the aircraft can he detected
at so great a distance that fight-
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the cconomic basis for the fung-
tional role of electronic cotrrer-
Modsieres.

The enemy aircraft is guided to the
target @ by radio navigation @
and its own radar ().




Military Electronics

In the light of what has been
said about the role of electronics
in modern weapon  systems it
may be as well o briefly review
the most important of the mil-
itury  clectronic systems 10 se¢
what are their jobs, how they
function, und what are the scien-
tific and technological conditions
for their operation.

In passing. it may be remark-
ed that weapon systems rome-
times  make we also of  qids
based on the optical frequency
range.  Fxamples are infrared
homing devices and laser range-
finders. As a whole. however,
the optical field lies outside the
scope of this publication.

The chief military assignments
tor electronies  are
sance, conmunication, guidance

reconnais-

and navigation.

By means of reconnaissunce
one attempts to define and locate
military targets. By communica-
tion is meant the reporting of
the results of reconnaissance or
the transmission of orders for
action. Guidance and navigation
comprise methods for bringing
weapons o or near the military
target. It may be added that
many military systems, such as
the Swedish air defence system
Stril 60, must be able 10 per-
form all operations of surveil-
lance. communication. naviga-
tion and guidance. Another
example of how these combined
functions are necessary for carry-
ing out a military operation is
shown in the illustration on this
page.

Technical functions

The technical arrangements for
performing these military opera-
tions may be classified under the
headings of radar, radio com-
munication,  navigation  and
missile guidance.
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Radar
surveniance

Radiocommunication
with ground station
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Radar

Radar, i.e. Radio Detecting and
Ranging. is used for surveillance
of air. sea and ground targets.
The most common form of radar
is still the pulsed radar, which
works with pulsed signals. the
distance to the target being de-
termined by measurement of the
time of passage of a pulse to a
target and back (by reflection).
The bearing is determined in
principle by rotating the aerial.
which must have good direc-
tivity. so that the received signal
attains maximum. For determin-
ing the altitude of the target a
height-finder radar can be added
to the pulsed surveillance radar.

Radar is now an extensively
ramified and refined technique.
Radar types may be classified in
several ways according to which
factor or property is chosen as

. /“**

- \

{w!

Automatic guidance 10 targel

Iflustration of attack on air
target, which in this case
is assumed to fly in on a
linear course. (0) Pretimi-

) nary radar surveillance. (1)
Automatic guidance to tar-
get. (2) Fire permission. (3)
Cease tire.

~
N &

| ¥

parameter. The clussification may
be based on the basic radar
principle. ¢.g. whether the radar
works with amplitude difference
of the echo signal. like ordinary
pulsed radar. or with frequency
difference such as doppler radar.
Radar may also be classified ac-
cording to whether it is station-
ary or mobile, ground-based or
airborne radar, or (o its applica-
tion, surveillunce, fire control or
navigation (¢.g. in homing mis-
siles). Another method of classi-
fication is the frequency band in
which the radar works (L-band.
X-hand radar etc.),

Among the more recent and
specialized types of radar may
be mentioned three-dimensional
radar, which may be regarded as
i combination of surveillance
and  height-finder  radar  and

which presents a kind of three-
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Area system and (right) point-to-point sy for tel 1}

tion. lmermodlnu torms exist. Cross connection (dotted line)

can be arr. d ted 10 the sy which can be mobile.

are subscribers A. B c. 8

In military communications a  only in the US.A. Intermediate  rional or unidirectional transmis-
distinction is made between two  forms of the two main types also von, Large distances can be
main types of network. namely  exist. covered by means of strongly
those based on lines of command Radio directional microwave radio link
tpoint-ta-point system) and those  work either with stationary or  connections. sometimes  passing
which are tied to a given area  mobile connections. By mobile  through several relay stations
tarea system). With the latter the  radio communication is meant  (page 54).

communication  can

military units can connect to a
number of exchanges intercon-
nected by. for example. radio

traffic with or between ships.
aircraft, ground vehicles. mobile
units or individual soldiers.

The range of a radio communi-
cation equipment i~ determined
by several factors such as trans-

links. The area systems are ex-
pensive and. as vet. are used

A radio transmitter may be
designed either for ommnidirec-

mitter power. aerial gain. re-
ceiver sensitivity. and wave pro-

Cron-bnrin sition finding against non-
g po with shipborne direc-

Unidirectional radio beacon, so-called A-N beacon. North
of the line of course the beacon sends morse signals for
“A" and south of it for “N"".

tion llndor

Rotatable
direction finder aerial

/T
B3 recon 0O
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pagation conditions. These fuc-
tors are wsually greatly depend-
ent on the frequency uved.

Radio and radar navigation
Advanced technical methods are
often wed for military naviga-
tion, in particular radio and ru-
dur navigation and inertial na-
vigation. The latter, however. is
not an celectronic method and
will not be dealt with in this
publication.

For radio navivation use Is
made of the linear propagation
of radio waves for determination
of direction and of their constant
velocity  for  determination  of
distance.

If navigation is based solely
on rectilinear wave propagation.
one gets radial lines of position
proceeding either from the veh-
icle. e.g. in direction finding, or
from a stationary ground trans-
mitter. dircctional beacon naviga-
tion. The accuracy of angle de-
termination  depends. among
other things. on aerial size and
frequency.

Direction finding is based on
the rectilinear propagation of
radio waves and on the direc-
tional effect of the receiver

aerial. Land-based non-dircctive
radio heacons act as transmitters.
In aircraft the direction finding
receiver is automatic and is cal-
led radio  compass.  Direction
finding can also be done from
ground-based  stations  against
vessels or aircraft.

Directional heacon navication
is also based on rectilincar wave
propagation. The radio beacons
are  either  widirectional  or
omnidirectional, The signal char-
acter s in some way related to
the bearing. Several different
systems exist.

For determination of position
by pure range-finding one can
either measure the range be-
tween the vehicle and a station
or the difference in range to two
fixed stations. In the former
case one gets circular lines of
position. circular system. in the
other hyperbolic lines of posi-
tion with the transmitters in the
focal points. hivperbolic system.

Examples of existing radio na-
vigation systems are Consol,
Decca. Loran. VOR. These area
coverage systems are used chief-
1y for general navigation of ships
or aircraft. For precision na-
vigation and for homing and

landing navigation other systems
are used. c.g. Instrument Land-
ing System. 1LS.

Radur navigation is often ued
both  for ships  and  aircraft.
based on measurement of the
range and bearing of the targets.
The display is usually in the
form of a map on a plan-posi-
tion indicator, PPL

Radio and radar guidance
Guidance  systems  for  missiles
are important factors in elec-
tronic warfare. By guided mis-
sile is meant a controflable un-
manned weapon carrier equipped
with rocket or jet engine.
Guidance of the missile implies
that its path to the target is cor-
rected for attitude errors. exter-
nal disturbances. and changes in
movement or position of the
target. Among the various prin-
ciples of guidance may be men-
tioned raduar homing, beam rid-
ing and command guidance.
Radar homing may be active
or semiacrive, In the former case
the missile bhas both a radar
transmitter and a receiver with
which it can find the direction to
the target and itself home on the
turget. A semi-active homing de-

Omnldirectional radio b The signal character is Hyperbolic navigati The r i es the time
dependent on the bearing », which can thus be meas- between signals from two pairs of stations with a
ured with a receiver In the ship or aircratt. tati navigation chart shows a

Y

@@

series of ‘‘red”

e na
and ‘‘green’’ hyperbolae which in-

dicate the position of the vehicle relative to the two
pairs of stations.

A




vice. on the other hand. contains
only a radar receiver, while the
target is illuminated from a
ground transmitter.

Beam  riding implies generu-
tion by the radar of an elec-
tronic guidance line from the
firing site to the target and that
the missile contains equipment
which causes it to follow this
line.

Command  guidance, finally.
implies that the position of the
missile relative to the target
during homing is determined at
the command centre. e.g. by ra-
dar. On the basis of the received
data a computer calculates the
missile control data and they are
transmitted to the missile by
radio.

Technical and scientific
basis

Some technical functions of im-
portance for electronic warfare
have been described above. Inso-
far as they come within the
radio engineering field. these

functions are dependent on cer-
tain radio science factors, the
most important of which will be
discussed below.

An electronic  transmission
svstem in its simplest form may
be characterized by the lower
part of the illustration below. In
a communications sysiem tan
example is shown in the upper
part of the picture) the input
quantity is what the speaker
says. By means of a microphone
his speech can be modulated on
a carrier wave and. by wire or
radio. transmitted to the receiver
where it is amplified and de-
modulated. and the listener hears
the speech. Radar and naviga-
tion systems are based on the
same idea. though the working
principle is somewhat different.

Attempting to give concrete
form to the main parts of this
schematic system. one finds the
first need to be a converter tin-
put device) from acoustical op-
tical etc. 1o electrical energy. and
further a transmitter, the main

part of which is a generator of
electrical energy for the radio
frequency carrier wave. The rrans-
mission medium may be wire,
the atmosphere or space. In the
latter cases aerials are required.
which are converters of conduct-
ed electrical energy to radiation
energy and vice versa. one at the
ransmitter and one at the re-
ceiver. After the latter there fol-
lows a converrer toutput device)
of electrical signal energy to a
form of energy intelligible to
man. Examples of such con-
verters are carphones and radar
indicators, Alternatively. in large
systems. the signals from the
receiver can be fed into a com-
puter for further processing.

Some factors of special signi-
ficance for military electronics
will be briefly discussed in con-
junction with the various build-
ing blocks.

An electronic system is char-
acterized to a large extent by
its operation frequency. The fre-

tCont.onp, 18)
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during night-time. Insignificant atten-
uation of ground wave.

lonospheric reflection principaily at
night-time. Low attenuation at night,
high in the day, and lower in winter
than in summer. Range of ground
wave less than at VLF and LF.

lonospheric reflection both day and
night. The ionospheric wave predom-
inates and gives long range. The
conditions vary greatly at different
hours of the day and seasons of the
year and with the time to sunspot

i The g d wave quickl
disappears.

lonospheric reflection only sporad-
Ilcally. Ground wave heavily atten-
uated. The range is fimited largely
by the horizon. At 5-10 m wave-
jength, however, the possibility of
interference by an lonospheric wave
must be tsken into account.

No ionospheric reflection. Range lim-
ited by the horizon. Even relatively
small objects are large in relation to
the ] h and therefore cause
tiecti i0ood possibility of ener-
gy concentration by means of direc-
tional aerials. The weather conditions
grestly affect the propagation.

Propagation of radio waves of ditferent {requency. (From Elektroteknisk Handbok.)

When the radio

waves  are

of the waves—are usually great.

quency scheme for electromag-
netic waves is shown on page 17.

Another important point is the
propagation  conditions  for the
radio waves over the ground sur-
face and in the atmosphere. The
various atmospheric layers are
shown in the picture on page 19.
which also contains some other
particulars of interest for tele-
communications.
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propagated in the atmosphere,
they are affected by different
factors. as are the light waves,
namely. refraction. diffraction,
absorption. dispersion. interfer-
ence and reflection. The effect is
in all cases more or less depen-
dent on the frequency: and there-
fore the propagation conditions
—and so the attenuation. veloc-
ity and direction of propagation

ly dependent on the frequency.

At very short wavelengths. for
example—about 2 cm and less
—the radio waves are attenuated
in the atmosphere. especially in
bad weather. and their range is
reduced.

The amount of attenuation—
and cquipment factors such as
the design and size of the trans-

(Cont. on p. 20)
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SOLID STATE
ELECTRONICS

pt at sy ion of
solid state electronics. The
parent science (as for certain
other applied sclences) is solid
state physics {in centre). The
solid state electronics field is
divided radially into five groups
of materiala-conductors, semi-
conductors, dielecirics, mag-
netic and luminescent ma-
terials. On the basis of these

e.g. transistors and thermo-ele-
ments, or the physical or elec-
tronic eftects are indicated, e.g.
radiation Juminescence. On the
periphery are shown examples
of electronic applications.

mitter and receiver aerials—are
what decide the range of the
system. The picture on page 18
shows the range within different
frequency bands. The propaga-
tion conditions differ for ground
waves and ionospheric waves.
The possibility of directing
radio wave radiation is of very
great importance for many mi-
litary electronic systems. Radio
wave radiation is directed by
means of directional aerials, the
directionality of which increases
with the dimensions of the aerial
in relation to the wavelength. Op-
timal directionality is aimed at
in most equipments for radar.

communication. navigation and
guidance.

The more concrete parts of the
electronic systems are made up
of different subassemblies or
units. e.g. transmitters and re-
ceivers, and these in turn are

made up of components. The
term compaonent is rather vague.
but a distinction is customarily
made between passive conipo-
nents {e.g. resistors, capacitors)
and active components (e.g. elec-
tron tubes, transistors). As ac-
tive components in electronic
systems the clectron tubes have
in recent years been increasingly
replaced by rransistors and other
solid state electronic components.
Strictly speaking. it is only for
the combination of high fre-
quency—high output that no
particular prospects can yet be
seen for solid state components.

This means that they cannot
at present replace the militarily
important high power micro-
wave tubes. e.g. radar transmit-
ter and jammer tubes. On the
other hand many solid state
components can perform circuit
functions which electron tubes
have never heen capable of.

The solid state electronics
field is a vague and very hetero-
geneous concept. An attempt at
systematization is shown in the
picture above.




An important section of the
solid state field is the integrated
electronic circuit technique 1EC),
which is attracting very greal
interest within applied electro-
nics.

IEC implies the prefabrication
of small encapsuled circuit units
containing  10—100 component
functions. These units,  resem-
bling components in their ex-
ternals. are then combined into
larger circuits and subassemblies.
The chief use of IEC so far has
been  for digital devices, e.g.
computers. but efforts are being
made to use IEC also for the
microwave field. ¢.g. in radar
receivers.

Microwave tubes, a special
type of electron tube. are used
as high power generators in the
microwave field. For  radar
transmitters the classical pulsed
magnetron is cheap. simple and
robust. and is still used to a large
extent. In new radar equipments
increasing use is being made of
transmitting tubes with quicker
frequency tuning than the con-
ventional pulsed magnetron pos-
SN,

Jamming tiehes usually work on
a continuobs basis and, according
to the type of jamming. different

A ftour-stage micro-
wave amplifier for 1-2
GHz with nolse factor
3dB and gain 40 ¢B,
made up of integrat-
ed clrcuits. Hs size
will be seen by com-
parison with the coin
a! the bottom.

Naiss omp.
x
)
» -
-
Travelling wove tube 1 | Tunnet diode
- g
V/ parsmetric
20 ampiifier
bt 7
» A
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> ———
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types of microwave tubes can be
used for this purpose. such as
CW magnetrons, M carcinotrons
or ftravelling wave tubes. Ap-
proximate outputs at different
frequencies are shown in the
diagram on the adjoining page.
Further particulars concerning
jamming tubes will be found in
the section on “Technigque of
electronic countermeasures and
counter-counter measures’.

For receivers. c¢.g. radar re-
ceivers, Wbes with a low noise

factor are wanted in order to
attain maximal sensitivity of the
receiver and therefore optimal
range of the radar. On the elec-
tron tube side the main interest
is in travelling wave tubes with
low noise factor. On the solid
state side. however, various de-
vices have been developed. chief-
ly tunnel diode amplifiers and
parametric  amplifiers,  which
offer alternatives with practically
as good characteristics as those
of the travelling wave tubes,




Signal Intelligence

Signal intelligence is  practised
by many countries. It is aimed
at other countries’ communica-
tions—radio. radio link, data
transmission  systems—and  at
their radar. navigation and guid-
ance systems ete. The former
type is vsually called communi-
cations ingcdligence (comint) and
the latter clectronic intelligence
telint).

The object of signal intellig-
ence is to detect, identify and
locate the radiation sources and
t vield data which can be wed
in different ways after proces-
sing.

Signal  intelligence may be
strategic or tactical. Strategic sig-
nal intelligence is the only means
of intelligence which, without
provocation, reaches far into the
territory of a presumptive op-
ponent in peacetime. when. in
fact. it has its perhaps greatest
significance. Tactical signal in-
tellicence is used almost exclu-
sively in war and is very poorly
documented in the literature. The
following account deals with
strategic signal intelfigence even

Even it the tr b is di

if it is applicable 0 many cases
of tactical intelligence.

Acquisition

of signal intelligence can be done
in several ways: from fixed sta-
tions within one’s own territory
or from shipborne or airborne
stations operating on or over
international waters. In the case
of mobile stations both Fast and
West are reported to use ferret
aircraft. and the Soviet Union
also 0 ue specially equipped
trawlers.

Ground-based intelligence
often  adequate against  short-
wave signalling at least for main-
tenance of contact at distances
up to a thouwsand hilometres or
more. The wave propagation,
however. is greatly dependent on
the frequency, on the time of
day. on the wason of the year.
and on the time within the
cleven-year sunspot cycle. On
account of the welter of irrele-
vant short-wave traffic. manually
operated receivers are used al-
most  exclusively, naturally in
combination with the necessary
recording apparatus such as tele-

Signals within a frequency band are
displayed on a screen of the pano-
ramic receiver.

printers cte. Direction finding is
done from fixed stations of vary-
ing type. the bearing being pre-
sented visually or in data form
after manual setting of the fre-
quency.

interception of low power
lll'r‘l .\/I(H"-H'll\'(' ur "“‘('I’(IH'(I\’(‘
communication (radio link and
non-directive or directive ultra
short-wavel can in principle be
effected at a distance roughhy
equal to the distance to the hori-
zon. A ferret aircraft at an al-
titude of 7000 m thus has a
runge against these low-power
transmitters  of over 300 km.
Conversely.  ultra  short-wave
communication from an aircraft
at this altitude can be monitored
from ground stations at the same
distance. In the case of a micro-
wave link it may be necessary, at
these distances. to keep in the
main lobe of the link—to within,
perhaps. 1 10 kir—even if some
of the side Jobes at times may be

as in the case of a radio link, some energy leaks out in other direclions, at

times sufficient for a slqml lnterccptor. In the extension of the line of the link the airborne signal interception can

attain satistactory resuits.




aveessible to intereeption. Under
conditions o wiave propagation
anomaly tairly common over
the Baltic, tor example. i the
summer s signals in the altra
Short and micsowarve ranges mas
during short periods  from mi-
nutes to davs  reach one ground
station from another, even ot
distances o some hundieds ot
Kilometres.

The reception of ultra short
and  microwave  signals can be
done manualhy or awtomatical-
I 1 s desired to retain the
teat of the transmission, manual
methods are used. even if o pan-
oramic receiver nay be of valu-
able assistunce. The Tatter seans
continuoushy over the frequency
range  and  displanvs the signals
on g sereen with o frequency

seale.

Against rindar signads one can
use cither u panornic receiver

which supervises small puarts
of the frequency band. one atier
another. with great sensitisiny
oo wideband receiver. which
receives o larger frequency band
at a time but has a lomer sensiti-
vits, Analvsis of w0 particulas
signad can e done el o
wutomaticallv. Measturements are
nude of corier frequency. pulse
repetition frequency. pulse length,
seanning pattern and other para-
meters of interest. Often o re-
cording v made on video tape.
but when this is not sufficient
v tor polse dength mcasire-
ments-—- oscilloscope sereens are
filmed with the signal reprodue-
ed on different time scales.

Processing

of the information may in some
cases be said to have started at
the time of acquisition. Intell-
igent selection by the operator
must not be underestimated. Ac-
cording o open sources. Ameri-
can esperience is that data which
have been amtomatically collect-
ed during hazivdous enterprises
cannaot be handied owing o their
cnormaois guantity. Sifting Iy
the operator when collecting the
dita can save nuny provessors!
According to this phifosophy

ferret ancratt should be o hind
ot tiving Laboratony

Stgnal intelligence against com
munications imvolves trattic pro-
cessing and et processing.
tic processing imvolves the clu
ddation of network contigura-
tons. hines of command. ordey of
battle. Text processing i~ done
from hinguistic and cryprological
USpeCts.

Lhe results of electronic in-
telligence wie processed for v
cral  purposes. the  main wim
maturally being 1o detect new
technical  devices —gaps in the
stgial secunity organization may
be greatest during the experi-
mentul period - 1o obtain “tin-
voerprints”  of the  opponent’™s

aater = Llma

mt———

cympment and svstemis and  to
provide catlyv advice tor plan:
ning  of  countetmeastures. An-
ather wm s 1o obgin directlhy
usetul opetatine datic such o
positions ol ships. deriee of an
AVtivily el

Comparsons e, af course.
also mide with the results ot
ather sources ot intelligencee. ¢g
photographic and radur recon-
issanee

By gecording changes in vol-
ume  of tndhics tadar activiny
cle. the signal intelligence or-
ganization can Aulfil an impor-
ant fundtion s an Cubom
clock™.

Signal security

Signal intelligence can be counter-
ed by svrenal security, which many
be on the tactical. signal engi-
neering or eryptological plance.
Radio and radur silence v u
radical but extremely two-cedged
weapon, High speed transmission
(5 -01 ~ecr on short-wane.
whereby the signals are hidden
in rrelevant trattic. is a0 vers
effective method. Directional
transmission affords some signal
sectrityv. A link transmitter many
be difficult 1o locate ~inee the
sare Uprogrianme’ s hransnit-
ted at the sume freguency by
several stations ina chain. lden-
tical or randomly varving vatues
of radar parameters complicate
the identification and can make
it very ditticult to combine the
resulting bearings. The uswe of
aac-time cipher of blanket hype
thishes cryprological anadysis im-
possible.

It should e added that the aim
of signal security s o counte
not only signal intelligence but
also jamming (for which, how -
ever, intelligence is cometimes
essential )

I general it may be id that,
in this arca as well there is the
same well-hnown interplay be-
tween development of mcasure
and countermeasure as i many
other lields. Signal intelligence
becomes more ditfficult. but i
also more dificult 1o counter

ta
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Yhe Jarge variety  of  military
clectronic systems. and the va-
rious tactical requirements and
technical fucitivies. have given
rise 0 o whole series of methods
of jumming. These may be clas-
sified in different wavs on the
following principles:
® Pussive and gcrive methods.
Passive methods employ only
the radiation transmitted from
the enemy electronic sysem.
Active methods imply that the
jammer generates radiation to
counteract the enemy clectro-
nic svstem.

A bundie of window (life size) with
which an aircraft echo can be simu-
lated on the radar indicator.

ter-countermeasures

*

unterreasures

@ Muking and deceptive meth-
ads,
VMasking (" Buarrage”) juniming
has the gim of concealing the
information which the enemiyv’s
electronic system iy intended
to collect or transmit.
Deceptive jamming introduces
false information  into  the
clectronic system.

Passive jamming

is used chiefly against radar and
homing missiles. Different kinds
of reflectors are uwed for this

purpose. In their most element-
ary form these consist of large
guantities of metallic or metal-
lized strips or wires. Their length
should preferably be adapted for
resonance within the frequencs
band of the radar or homing
device concerned. These  smadl
reflectars can be dropped direct-
Iy from aircraft or guided mis-
siles or from rockets fired irom
atreraft or ships, Owing to their
slow rate of fall their acuon
continues tor a fairly long time.
Window-—as these strips are cal-
led-—can be dropped  both for

Within a corridor of window dropped in advance aircraft can move unseen by
the defender’s surveillance radar. which gives them surprise in attack.




mashing and deceptive purposes,
A concentrated cloud of some
tens of thousands of strips pro-
duces 4 reflection corresponding
to that of an aircraft and pro-
duces a fictitous target which
may confuse a fire control radar
or guided missile. Strips fired up
by rockets from ships simulate
the splash of projectiles and so
confuse the fire control. Aircraft
can be mashed by dropping win-
dow in very large quantitics in
long lines or over a wide area
within which the aircraft can

The aircrat drops window under
simullaneous evasive action. The
attacking missile locks to the win-
dow and homes onto it.

move without being detected by
the encmy’s radar.

Technical developments have
favoured this method of jam-
ming. Modern window-—metal-
lized nylon or glass wires—can
be carried in very large quanti-
ties in little space. An “uireraft
echo™ thus requires only o fow
e of volume.

Other types of reflectors which
can be used for generating falve
largets are corner reflectors and
Luncbery reflectors. These both
have the property of reflecting

When the fire control radar has lock-
ed on the aircraft during puliout, the
aircraft drops window continuously
for a few seconds. The radar can
then be deceived into ranging on a
pol:ﬂ in the window behind the air-
craft.

incident radiation. within a large
solid angle. chiefly back to the
source. roughly like o cat’s cve
or refley tape.

The corner reflector consists
in principle of three metal plates
perpendicular to one another and
joined together <o as 0 form
one or more Cinternal” corners.

1,

The attacked vessel fires window rock
and f t

he y's fire

to [} the spiash of proj




The corner refiector is
an old and wel-tried
method of increasing
the radar target area.

The Luneberg retiector
—a dielectric globe with
metallized cap—is a
more modern and more
efficient echo enhancer.

Fhe Lunchery reflector consisis
of @ number of concentric spher-
ical shells of & material of which

the refractive index  decreases
with increasing radius. A corner
reflector or a i.uneberyg retlector
in a small boat or missile can
simulate o large ship or aireratt
for a radar homing device.

Active jamming
iy efrected with barrage or de-
ceptive jammers and can be ured
against the most varving types of
clectronic measures such as long-
wave navigation. short-wave and
VHE communication. microwane
missile guidance and fire control.
The character of the jumming
signal, and therefore of the kim-

ming apparatus. depends on the
nature of the object 10 be jum-
med and a Anowledge of its data.
on the technical facilities and on
the tactical situation, The maost
universal  jamming  signal s
white noise. the power of which
is unitormly  distéibuted over a
very wide frequenes band. Fyen
it this method of jamming s
simple in principle. it iy often
difficult to achieve owing to the
Large  power requirement  and
strict specifications  as regards
certain transmitter  components.
Usually. theretfore. the attempt
is made to match the jamming
signal o the data of the enemy
transmitter.  a hnowledge  of
which iv acquired both from the

intelligence service and by means
of receivers which in most cases
form part of the jamming ap-
paratus,

It the trequency of the enenny
transmitter cannot be determined
with sufficient accuracy. if the
frequency is often changed or it
several transmitters ate to be
covered  simultancously. it s
often advisable 10 use wide-band
jamming. Hereby the jamming
power is distributed over o wide
frequency bund. perhaps muany
MHz on VHF or many hundreds
of MHz on microwuwve. This
method is akin to the afore-
mentioned universal method. but
owing to limitations in compo-
nent data and power resources it

Narrow-band jamming

.—J-LIL“-I_) frequency
——Ll-—l——J—é trequency

ADYANTAGES

High efficiency.

Small weight and volume.

Easy to avoild jamming of certain
frequencies.

DISADVANTAGES

Requires accurate signal analysis
and trained operator or complicated
automatic equipment.

Wide-band jamming

Repeater jamming

—Ll-l-l—l—l—l_» trequency —-L.‘J-L—LLH trequency

I N

ADVANTAGES

Litt'e signal analysis required.
Simple setting.

D'S, . MWANTAGES

Low ethciency.
Large weight and volume.

Ll 1,

ADVANTAGES

Little signal analysis required.
Automatic.

High efficiency.

Small weight and volume.

DISADVANTAGES
$n! to Qlock by false transmission.

e.9.
between receiver and transmitter
aerial).
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v oollen Necessaty o waork with
other tvpes of sienals than whae
norke. ¢goa wide-band tregoen
oy modulated sgnagd and e
choose patticuban by sttable tact
al situations

It the trequenay ot the enem
transomtter s hnown aied s not
changed oo otten. morronc band

Of et vortectn frequenay
selective amming can be em
ploned. I this case the attempt
s nkade 1o concemate the jam
ming 1o the particular channel o
channels used by the tansmitter
Thys rosulis an salisfacton posgn
coonomy - but usually reguiees
caretul  superstsion or o cam
plicated atomatic cgupment ton
partvmye chanees of liequeney
vt the tansmtic

Woide band as well as narrow
band  ramnng  are used 1o
masking purposes N thod torm
which v perhaps nsed most o
deception. at deast within the
tadat and homme nelds. s
soater oy This consists ol
amphitication and setansmission
o the Transnulier signal. poss
thiv distorted - Repeater appata:
tus s ustakly waide-band e e
prepared 1o respond tooanmy e
gquenvy whatsoever within g wide
tand

Components

vmeng the components tor tam
mets the cdoctran fubes i pattic
ular may be mentioned A e
gueney bands below abogt 1000
MEZ e s made of comventio
nal tiodes, tettodes et wath
which output powers as Laree o
the apphication cafls tor o the
primary power 1esontees allow
can e oboned

tn the aucron.ne regton there
v oan abeadanee of spevial prire
pose tabes: then data otten place
& bt on the pertormanee ot
the rmmer

Vacnctrany of duderent tvpes
can by sed tor narrow band or
trequency -madulaed wide-band
Jamnung

Carcinotronsy are used 1o tie
queney -modubited wideband
famming

COMPONENTS FOR JAMMERS

Tetrode, coaxial type, ftor VHF.
Output power approx. 1 kW,

Mechanically . g

tron for continuous operation. }
L-band. Output power approx.
400 W. Example of use: Nor-
ro:-blnd barrage jamming of
radar.

TUIEY L
S-band. Output  power
approx. 35 W. Example of
use: Wide-band bsrrage
jamming of radar.

M-carcinotron lor
C-band.  Output
power  approx.
150 W. Chief use:
Wide-band  bar-
rage jamming of
radar.

Tranz:etor for VHF. Qutput
power approx. 10 #. (Abou:
twice normal size.)

Traveliing wave {ube
for C- and X-band.

it power “pprox.
2 W. Example of use:
Deception of radar
and radar homing
devic

Travelling wave magnetron for X-
band. Oulrui power sbout 1 kW.

of use: Wide-band barrage
Jamming of radar.

v




ich

in many | ing
to r i and tr
ously, which requires good insula-
tion between the aerials. This wide-
band microwave aerial has therefore
been surrounded by a wall of radia-
tion-absorbing material.

y 3 one

Travelling wave thes of dif-
ferent hinds are suited for re-
peater trunsmitters or for trans-
mission of wide-bund noise.

Intense development work on
microwave tubes is being done
in many countries. and greatly
improved jammer performance
may be expected in the future.

Senticonductor components and

mtegrated  circuits are  under-
going rapid development and are
of great significance for jam-
ming. They will permit fully
automatic systems and smaller
and lighter jamming apparatus.
e.g.. for aircraft. missiles. par-
achutists and saboteurs.

Acriuls  with suitable  char-
acteristics in respect of band-
width. directivity. polarization
ete. are particularly important
for jamming.

Jamming of radar and
radar homing devices

is an important and diversified
part of jamming technique and
will be considered chiefly from
the point of view of the possibil-
ities and limitations of this tech-
nigue.

Radar systems work within
the microwave or, for certain
purposes. the VHF band.
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Jamming transmitter aerials must often have a constant direclivity over
broad frequency bands and at the same time stand up to a high power. The
sketch shows the principie of a log-periodic high power aerial for micro-

waves.

The radar luminates the tar-
get by means of a directional
acrial and receives the reflected
signal with the same or. in some
cases. another aerial. The direc-
tion of the aerial and the time of
travel of the electromagnetic
wave provide the desired target
data.

Radar systems must generally
have both & high power output
and a high receiver sensitivity.
This iy becauce the radiated
cnergy must trasel from  the
radar to the target and back.
and that much energy is lost in
all directions in being reflected
from the target. which may also

The radar signal must make the return journey from radar to target, while the

jamming signal needs only a ‘'single

ticket''. This is why a jamming target

can be yond a cr range but not closer.
]
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SELF-PROTECTING JAMMING

STAND-OFF JAMMING

be of small size. The jamming
signal. on the other hand, hasonly
the single distance from the jam-
mer to the radar to travel. These
circumstances—differences  in
travel and losses in reflection—
make radar jamiming particularly
favourable from the power as-
pect. The different dependence
of the signals on distance means
that less power is required for
jamming a radar if it is far from
than if it is close o the target:
an aireraft approaching the radar
and sending barrage signals can
be concealed by these signals in
to a given “crossover range”.
Within this range the aircraft
echo is seen through the jam-
ming signals on the radar in-
dicator.

Surveillunce  radar - generally
scans all round the horizon with

a continuously rotating acrial: ity
job is o detect and locate
tively distant targets.

With barrage jammers one can
reduce the range of the radar.
but the latter. in return. can
often locate the jammer. The
jammer may be in the target
{self-protecting jamming) or on
the same bearing as the target
(on-axis jamming) and in such
case makes range-finding in that
direction difficult or impossible.
This method requires only a
small or moderate power output
from the jammer. The jammer
may also be on another bearing
than the target (stand-off jam-
ming). In this cae the jamming
signal enters the side lobes of
the radar aerial and also reduces
the range on the target bearing.
Both ranging and direction find-

cla-

L . P ————p——— -

PP pictures from a surveillance ra-
dar subjected to weak and strong
barrage jamming from a target on
bearing "3 o/c .

ing  are thus prevented:  but
owing to the unfavourable angle
of incidence in refation to the
radar aerial the method often
requires a high-power jamming
signal concentrated on the radar
by a good directional  aerial.
Special jamming aircraft can be
assigned for this purpose. ¢ire-
Jing outside the range of the air
defence.

Deceptive jammers can be used
to produce false targets. either
placed at random on the vadar
indicator or with a specific po-
sition. course and speed. This
type of jamming requires little
power. and it may be impossible
to locate the jammer. at least
from the jammed radar.

Fire control radar locks on
and follows fairly close targets
to provide accurate fire data.
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Correction
signal to Daceplive
aerial servo signal

|/ Time
T o~ T
S~ - ’Y
7
/ {
Correct H
signail
(Left) In a fire control radar with conical scanning the aerial lobe rotates d a slightly obliq
axis. The target Is picked up and retained near the centre of the ‘‘pit'' of the rotational volume
since, during each rotation, the radar the variati of the retlected signal strength and

corrects the direction of its aerial.

(Right) The target can deceive the radar Iinto an angular error by repesting the radar signals with

reversed strength variations. The radar then miscalcul. the position of the target in the “'pit" :
and turns its aerial away from the target. This | g hniq is K as ‘“‘Inverse conical

scan repeater’’.

The target repeais the fire control pulses with in-
creasing delay. The radar then sees a large false
larget separate off from the true target and travel to
an increasing distance. The radar may then follow the
faise farget and present wrong firing data. This tech-
nique is called ‘‘range-gate stealing’.

A gun =~
A9 A.A. radar S~

True targat echo I Travelling. deceptive echo

Distance




thas

Barrage  wimmung s om
case tsualhy not so advantageous,
Owing to the small target dis-
tunce the method requires high
power and must generally be in
the torm of self-protective jam-
nring. Phe vadar can then not be
presented from taking o bearing
on the Larget amd measusing its
angular velocity.
Beceptive  jamming ol
control radar can be
against the radar’s angle or range
traching cquipment, or against
both simultancously, Using ang-
ular deeeption against, for e
ample. a fire controb radar with
conical scanning, the radar sig-
mals can be retransmitted  with
distorted amplitude relations by
a repeater transmitter. The track-
ing servo of the radar aerial thus
receives false correction signals

hie
directed

and turns the rada trom
the target. Range deception can
also be effected with o repeater
transmitter, which  repeats e
radar signals with suitably vars-
ing delay.

Rudar homing devices in gnid-
cd missiles may be either acrive

with a complete radur in the
missile or in which
cure the misake ines the tirget-
reflected radintion deriving from
i radar transmitter at another
position. [t is primarily the ang-
ular information that is used 1o
guiding the missile.

Self-protective  barrage  am-
ming may in this case be direct-
Iy hazardous. since many types
of missite have the property o
homing on such jammers.

aw

seniacdin e,

Stand-off barrage jamnvng s has natuwralfyv ceriun technead
aoconceivable meisure puet one tesemblances 1o radar mnune
Ry
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When the bomber’'s radar intercep-
tion receiver indicates that the bomb-
er has been picked up by the illu-
mination radar of the missile system.
the bomber fires a missile with echo
enhancer (Luneberg reflector or re-
peater transmitter), The missile at-
tack can then be diverled to this
decoy while the bomber completes its
mission. The photograph shows an
American decoy missile.

that requites igh power brom
i paint bevond the range or the
missife sutficient power nust be
eencrated  at the
ueney 1o oact upon the missale
vaen
angle ol inadence

corredt fre-

trom  an  untavourable

Angulir deception can be ot
tected with pepeater jammers m
the same aginnst
control tadar . Decovs contiming
cehoenhanaing repeater transmint
ters many refeased 1o
aftrawt the missde 1o them De
covs or this purpose nuan also
contamn reflectors ot
“hursts of window”

Wdooas [RIXN
alsa be

CONsng ol

Jamming of
radio communication
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but there are essential differ-
ences. The radio signal often
goes directly from the transmitter
to the receiver and not. as with
radar, via dissipating reflection
from a small target (an excep-
tion, however. is transmission by
scatter). A large amount of radio
communication takes place on
short wave and the lower VHF
band, on which it is difficult to
use effective directional aerials.
The concepts of self-protective
and stand-off jamming etc. have
fittle meaning in this context.
The wave propagation and aerial
conditions, moreover. mean that
the risk of conflict with one's
own frequency channels is often
greater in the jamming of radio-
communication than of vadar.

The aircraft can fire its antiradistion
mallo !rom nt outside the

range of the survelllance radar. For
the missite it is a Tnnlon of “mem-
orl: bearing to the radar
while, during its rotation, ine radar
sorial points in another direction.

Frequency

By an increase of power one can
sometimes penetrate through the
jamming.

Frequency

An attempt can be made to utilize
the welknaues ot the jammer by

For this reason. and owing to
the mobility of radiocommunica-
tion in time and frequency. there
is often a need for an instant-
aneous survey of the situation on
the frequency band concerned.
Some of the problems of com-
munication jamming are further
dealt with in the section on Land
Warfare (pp. 53).

Jamming of other types of
efectronic systems

¢.g2. navigation systems, is often
technically possible and tactical-
ly suitable. The technique is so
varied. however. that general
comments can hardly be given.

Electronic countercounter-

measures
of many kinds can be used to

Frequency

reduce or eliminate the effect of
jamming. Some of them are fair-
ly universal. while others are
more specific o a given type of
electronic system or to a partic-
ular type of jamming.

A universal method against
active jamming is to use u high-
power transmitter with a good
aerial in order, quite simply. to
“shout down™ the jamming sig-
nals.

On many frequency bands.
particularly microwave and up-
per VHF. a directional aerial
can be used on the receiver: this
amplifies the desired signal but
suppresses jamming signals from
other directions.

Rapid change of frequency or
the use of several frequencics




The Amolcan nll~r|dlnuon missile Shrike used in the Vietnam conflict.

simultancously are  means  of
avoiding narrow-band jamming
or of making use of the weak-
nesses of a wide-band jammer
(e.g. gaps in its frequency cover-
age).

The receiver should. if poss-
ible, be built so as to accept only
the type of signal used by the
system it is to counter: for dif-
ferent reasons. such as limita-
tions of electron tubes. the jam-
ming signal often has a different
frequency or time function.

A drastic antijamming mea-
sure is to attempt to locate the
jammer's position (e.g. by direc-
tion finding) and then to destroy
it with weapons,

If window is dropped by mov-
ing targets. the difference in
speed of the targets and of the
relatively stationary window can
be used to diminish or eliminate
the interference. This is done in
doppler and MTI radar. A radar
with very high angular and range
resolution is also able to disting-
uish targets from window that is
fairly sparse and cannot give o
strong an echo from the small
volume  corresponding  to  the
radar’s resolution.

Anti-radiation missiles

may be regarded as an electronic
countermeasure with directly de-
structive action. These missiles
are equipped with homing de-
vices which can home on radar

stations, radio fink transmitters
or other signal sources which are
in operation for long periods.
The missile warhead can de-
stroy not only the transmitter
but also targets associated with
it, such as a ship or staff head-
quarters. Several such missile
projects are known from the
U.S.A. Despite certain weak
points. it is likely that some type
is in operative use.

If an attack by an anu-radia-
tion missile is feared. the trans-
mitter should be shut down or
operated for short periods at
long intervals so that the missile
loses its way. Deception of the
missile by means of false trans-
mitters is another conceivable
countermeasure.
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Situation. Power B attacks power A. The hostilities start with a stage of combat lasting about a
week, during which B engages wargets within A’s territory in preparation for an invasion by sea.
A has mobilized when war hreaks out. Use of ABC weapons is not intended. Period 1968. B
fias the resources of a great power.

Defender’'s (A)

A.A. missile batteries
Mobile AL AL missile batteries can
be regrouped between the va-
rious sectors.
Main data of A.A. missile system:
Max. altitude 18 km.
Range 60 km.
[.-band surveillance radar,

The radar bands. The shad

air defence

X-band semi-active homing
system with lobe rotation.

A.A. artillery

The A.A. artillery consists of a
large number of batteries. most
of which belong (organizational-
ly) to the field army and follow

used fr

portions

the most y

the movements of the armny
units. Each battery has a C-band
surveillance radar (pulsed). X-
band fire control radar and 40
mm. A.A. guns.

Fighter defence

The fighter defence consists of

interceptor aircraft.

q
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sctronic Warfare

against Alr Defence

(Example)

7

Muin performance data: Attacker’s (B) air forces

Max. speed 1100 hm hour.

Armament:

air-to-air radar homing mis- . Speed Max. .

. Aircraft alt. Range  Armament Countermeasures

siles km hr

air-to-air rochets km

25 mm. guns. Bombe J o homn tamdard

3 . ombers. 1000 1 h t bombs Standard equipment™)

R The A'r, Defence  Control strategic 4jummc|\q
System consists of a well-protect- 2 window dispensers
ed Centre per section with (per
sector): Bombers, 1300 12 2 tbombs | Standard equipment’ )
1—2 stationary P-band high-al- tactical 2 jammers

titude surveillance radar of
non-modern type. especially in
respect of F(?(F_’KL pectatly Strike 1600 16 |
1—2 stationary L-band high-al- aireraft :
titude surveillance radar.
3—4 mobile C-band surveillance

I window dispenser

I thombs | Only in outer pod and
or rockets | at the cost of part of
(miissiles) the armament Gammes
and or window dispen-

Range sufficient for engaging targets

within A's entire territory

radar. ' wers)
3—4 S-band Iuw-ul.liludc surveil- Strike 900 12 0.5 t bombs | Ditto

lance ‘rudur at fixed positions aireraft or rockets

on heights along the coast. (missiles)

Communication between  the
(t‘""‘"“"" the fighter aireraft IS ) Mure countermeasures can be carricd. but at the cost of part ot
by radio. the armament.
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choice of strategy.

If the antacker does not exploit the weah-

The efficiency of a modern air defence of the
tvpe assumed in the following example is very
greatly dependent on the degree 1o which the
attacker exploin the electronic weak poinis in
the air defence system. The efficiency is the.
dependent on the manner of and the extent 1.
which electronic warfare is conducted.

In the sitation exemplified electronic war-
fare will he seen 1o favour the offensive party:
the aggressor has ample alternatives in the

nesses of the air defen: e— its susceptibility 1o
jamming, its susceptibility 10 anack (owing to
ity positions heiny detectable by signal inter-
ception and 1o the fact that, for example. anti-
racdiation missiles can he used), difficulties of
low-altitude coverage etc.—the effect of the
air defence would be disasirous, cansing a loss
tin aircraft per attack) of perhaps 25—50 per
cent. The attacker cannot possibly accept such
losses but must adopt effective means of elec-
ronic warfare. It is likelv that his losses
woildd then be greatly reduced.

Weaknesses In the air defence
that can be exploited by the attacker

Range and altitude
coverage of surveillance
radar stations can

be reduced by jamming

Noise-modulated jamming on the
radar  frequency drowns and
conceals the echoes of the at-
tacking targets. As the aircraft
approaches the radar stations.
the aircraft eche grows more
quickly than the noise level, so
that at sufficiently short dis-
tances the aircraft echo may be
visible despite the jamming. The
result is that the radar’s range is
correspondingly reduced. The re-
duction depends. among other
factors. on the power of the
jammer.

The jammers may either be
carried in the attacking aircraft
(self-protective  jamming) or
placed in special jamming air-
craft which accompany the form-
ation (on-axis jamming) or patrol
outside the range of the defence
weapons (stand-off jamming).

The attacker may. for ex-
ample. adopt self-protective jam-
ming of the L- and C-band
stations and stand-off jamming
of the P-band stations. which are
more sensitive to jamming. The
ranges and altitude coverage are
then considerably reduced. as

36

Reduction of range and altitude coverage of surveillance radars by jamming.
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shown in the picture, if the jam-
mer performance is on a level
with modern achievements. It
should be noted especially that.
at altitudes above 10 km. ap-
proaching targets are detected
only by the P-band stations and
then only at short ranges.

Surveillance radar stations
can be jammed by window
Jamming of surveillance radar
by window can be given the
form of barrage jamming by
dropping the window so densely
that a continuous corridor  of
window is laid. The following
aircraft can then fly-in without
being detected by surveillance
radar.

The bundles of window c¢an
also be dropped at larger inter-
vals by u forward line of air-
craft. The large number of false
echos caused by separate clouds
of window naturally delay the
detection of the true targets und
place difficulties in the way of
the command control centre.

In a situation such as that de-
seribed. window should not be
considered as an alternative to
the use of jammers against sur-
veillance radar but as a supple-
mentary measure which greatly
adds to the interference effect.

Radar stations can be
located by signal intercep-
tion (direction finding)
Through electronic intelligence
the attacker can obtain data for
planning of countermeasures and
can identify and locate radar
stations and other signal sources.
These are then. of course. easier
1o put out of action.

Typical figures of accuracy in
location that the attacker can
count on in this care will be seen
from the diagram on the next
page. The interception is assum-
ed to take place from ferret air-
craft 150 km off the coast or
from ships 20 km from the
coast. Flectronic intelligence can
be collected in peacetime and
normally provides data for the
use of other more accurate re-
connaissance methods.

Window jamming of
surveillance radar in
Swedish trial between
islands of Gotland
(top right) and UOland.
Window observed on
radar indicator at
STRIL 60. Air Force
photagraphs.

1815 s

Start of laying of a
corridor of window at
high altitude north ot
Visby.

1825 hrs

Window laid from
Visby to Uland (B&-
da).

1949 hrs

The window is stiil
effective but has
drifted with the wind
about 30 km south-
west.
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Radar stations
can be destroyed
by anti-radiation missiles

As radar stations send out sig-
nals, they are potential targets
for anti-radiation missiles. the
passive homing device of which
guides the missile to the source
of the signal during the homing
phase.

The attacker is assumed to
possess short-range anti-radiation
missiles which can he launched
from aircraft. An attach with
such missiles may  proceed as
shown in the series of pictures
below.

The efficiencs of anti-radiation
missiles against radar—ie. the
likelihood of destruction of the
radar—is very highly dependent
on the countermeasures tahen,
for example the use of decoy
transmitters.

H no effective decoys are
available for deception of the
missile. the probability of de-
struction of the radar is high
unless it iy closed down during
the attack.

‘ Example of area ot uncertainty.




Deception jamming reduces probability of kill by anti-aircraft missile

Homing missile

Aircraft with
deception jammer

Deception jamming ot anti-aircratt homing missile.

Hlumination radar

The probability of Kill by sur-
face-to-air missiles can be re-
duced by deceptive jamming.

A surface-to-air  missile  is
normally  aimed  at the point
ahead of the target where the
hit is intended to take place.
while the homing aerial iy
continually turned so that its
radiation lobe rotates round an

axis pointing at the target.

If the target sends jumming
signads, amplitade-modudated at
roughly the same frequency as
the frequency of rotation of the
homing aerial. this causes an
error in the homing Jdevice, The
homing aeria) is deccived into
rotating on an axis which no
longer points exactly at the tar-

1 i

Attacx with air-to-ground

t surveillance radar.

get. The fead is therefore wrong-
Iy predicted and the missite will
miss the target by a more or less
wide margin or. in the cvent of
a very high degree of modula-
tion. will entirely deviate from
the proper course since the home
ing device is turned away al-
together and can no longer fol-
low the target.




Jamming of strike aircraft fire control radar by window

In the absence of jamming it is
easy for the radar to detect the
target. lock on the echo and
obtain continuous and accurate
ranges.

If the target releases window, on
the other hand. the radar will
fose the target and lock on part
of the window-infected arca.
The probability of successful

jamming depends on the char-
acteristics  of the radar. the
quantty of window. the courte
of the target and other factors,
but is high on any one occasion.

Jamming of communication between Air Defence Centre and fighter aircraft

# Air Detence Centre

@ Radio transmitter

Coverage area for radio commands
to fighter alrcraft during jamming.

A's fighter aircraft are directed
from the ground. by some form
of voice communication by ra-
dio. to a point so close to the
target—1the enemy aircraft—that
the pilot detects it on his radar
or visually. For this purpose
there are radio transmitters on
the ground. so located as to pro-
vide complete coverage of the
air space concerned.

If the enemy aircraft jams the
radiocommunication., the area
where the fighter pilot can re-
ceive orders from the command
centre—and in which he can
effectively engage the cnemy—
is reduced to the more or les
immediate vicinity of the com-
mand radio transmitters.

In the illustration defu) the
shaded areas are¢ those within
which the fighter pilot can dis-
tinctly hear radio commands.
There is incomplete overlap and
corridors exist where the attacker
can fly-in without encountering
fighter aircraft under control
from the ground. These corridors
are widened if any command

radio transmitter is out of action.




Altitude

phere.

The attacker can utilize shortcomings

in the low-altitude coverage
of the surveillance radar

The radar stations with the job
of detecting targets approaching
at minimum  altitude from the
sed are the coastal S-band sta-
tions, The range diagram for
these radars is shown in the
figure aubove. from which it will
be seen that the position of the
lower edge of the lobe varies
greatly  with  the atmospheric
situation.

In a standard atmosphere, as
will be seen. the radar lobe does
not follow the curvature of the
earth. This means that targets
approaching at an altitude of
100 m cannot be detected untii
they come within a range of
about 75 km.

In a stratified atmosphere.
which is fairly common in the
summer months. the radio waves
at a small angle of elevation are
reflected back to the earth’s sur-
face and follow a duct. In there
conditions targets approaching at
minimum altitude can be detect-
ed at very long ranges. Above
the duct. however. there is a
very large “gap” in the radar
lobe. which means that targets
approaching at an altitude of
100 m cannot be detected until
they come within a range of
about 40 km.

With the aid of meteorological
observations and. possibly. aii-
borne refractometer measure-
ments the attacker can make

‘ o
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Shape of range diagram for standard
atmosphere and for stratified atmos-

D

rough advance calcalations of
the range disgram from the point
of view of the air defence low-
altitude coverage radar and then
select the altitude involving lat-
est detection.

The result is short warnine
times for the air defence, which
means that Jow-altitude attacks
against targets in coastul areas
cannot be intercepted.

The attacker can utilize the difficulties of fighter aircraft to
pick up and track low-altitude targets on their radar

The defence fighter aircraft are
here assumed to be equipped
with fire control radar of ordi-
nary pulsed type. This makes it
difficult for them to engage tar-
gets employing low-altitude tac-
ties.

If a fighter aircraft heads on
a target flying at fow altitude.
the aerial lobe will also hit the
ground or water surface bhelow
the target. The radar receiver
will therefore pick up ground
and water echoes in addition to
the target echo. and under cer-
tain conditions the target may
be completely concealed.

If air-to-air missiles are used.
their radar homing device will
be  disturbed by ground and
water echoes in the same way.

The maximum target altitude
at which this form of interfer-
ence vccurs depends on the lobe
width and pulwe length of the
radar and on the terrain, among
other factors. The effectiveness
of fighter defence is greathy re-
duced against attacking  forces
flying at altitudes below 300—
S00 m since neither radar nor
missiles with radar homing head
can be used under such ¢ircum-
stances.

The echo from the target alrcratft Is d by the g d
echo when the sircraft (s attacked at fow umtudo
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The effectiveness of A.A defence can be reduced by jamming

Several of the forms of jamming
discussed in the previous e
tons are effective also against
the AA. artillery.

The rough effect of counter-
measures which the attacker may
be presumed 0 possess against
the A A, antillery are tabulated
below.

Strike aireraft can carey jam-
ming equipment only to a ven
limited extent owing 1o lach of
spoce, and the attacher s there-
fore forced to mahe o choice
among the conceivable alterna-
lives.

One possibility is to procure
\lll’j()ll\ ullcrnuli\c countermei-
cures with the aim of changing
jamming tactics during the war
S0 s o mahke it more difficult
for the defence 1o develop ef-
fective counter-countermeasures.
Different  countermeasures.  of
course. can also be allotted to
different aircraft within a form-
ation.

Means available to the air defence
to jam the attacker’'s electronic equipment

In air attacks against ground tar-
gets of limited extent—bridges.
harbours, certain military estab-
lishments—combat economy s
greatly dependent on the possi-
bility of precise navigation. Un-
certainty concerning the aircraft’s
position at the moment of bomb
release—and therefore concern-
ing the point of impact of the
bombs—must be compensated
for by a larger quantity of
hombs. This necessitates a great-
er risk of losses. In good visibi-
lity the location of a target is a
comparatively simple problem.
while in poor visibility naviga-
tional aids are required of an
entirely different quality than.
for example. the classic method
of dead reckoning. If the dis-
tance to the target area is not too
great (less than 400 km). radio
navigation is a method which. at
the stage of technical develop-
ment today. allows location with-
in a margin of error of 50—500
m. An alternative is inertial
navigation. which. at present.
however. is very much more ex-
pensive and is less accurate. with
margins of error of [—3 km.
Another is bombing radar.
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which has high precision but can
only be used against targets that
can be clearly distinguished on
the radar screen. The radar.
however. by denving the at-
through its own signals.

Radio navigation systems are
therefore very important aids
against geodetically located tar-
gets—particularly if the attacker.
owing to fighter opposition {or
example. is forced to attack in
poor visibility or from a low
altitude. at which visual location
of the target is also difficult.

The defence can substantially
reduce the effect of such attacks.
however. by denying the at-
tacker the advantages of radio
navigation. This can be done by
jamming. which may have the
effect of impairing precision. en-
tire saturation or deception. ac-
cording to the power and char-
acter of the jamming equipment.

The following simplified ex-
ample. together with the sketch
on the next page. illustrates how
such jamming may be organized
and the effect it may have under
favourable conditions.

In the softening-up stage the
attacker (B) aims to destroy a

"the navigation

strategically  important  railway
junction by air attack. B judges
A’s air defence to be so strong
that he must make the attack at
low altitude at nighttime in order
to reduce his aircraft losses. He
can do this by using his radio
navigation system consisting of
the three navigation transmiitters
Ni. N. and N.: these generate a
hyperbolic  coordinate  system
which normally allows location
in the target area with a prob-
able error of about 200 m. B
calculates that he must use ten
bombers in order totally to de-
stroy the marshalling yard with
90 per cent probability.

The defender knows that the
navigation system  exiss  and
feels threatened by its potential
precision. He has therefore pre-
pared a number of jammers. the
signals from which can prevent
or interfere with the reception of
signals  within
strategic areas.

The jammers are comparative-
ly weak and their ranges are
therefore rather restricted. but
the existence of jammers will
also be difficult to detect by
monitoring from B's territory.




Nor are they used exeept when
absolutely necessary,

VWhen o threatened  with  in-
vasion, however. A starts up the
jmmer protecting the railwany
junction. with the result that the
navigation indicators in the at-
tachtng aircratt are disturbed and
cease to function at some  dis-
tance from the target. The navig-

ators must hinve recourse to dead
rechoning during the last S0 km
or so. It it is their first encounter
with the phenomenon. some of
them may wait o tong hefore
going over 0 dead rechoning
that they badly miss the turget.
More  evperienced  personnel
mahke the best of the situation.
and the spread in the target area
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may then be increaced to about
2.5 km This greatly reduces the
effect of the attach and in all
probubility the mar<halling yard
will not bhe rendered unusable.
Thus, in the short run. the jum-
ming has had the same result as
W fighter or AA. action with
very high neutralizing effect.

To attain his goal. B must
mahe  w renewed  attackh.  this
time with better stand-by na
vigation precision. e.g. using ad-
vanced inertial navigation appu-
rutus with which the error over
the same distunce will be per-
haps 500 m. For the sume effect
on the target a considerably
targer number of planes are
then required. and more expens-
ively  equipped. than the ten
which took part in the first at-
tach. An alternatise is a dayv-
light attach with visual target
location  and  visual  hombing.
which involves the rish of heavy
losses from fighters and  AAL
unless B has air supremacy. As
u third alternative B can play
about with the signal frequencics
and  trunsmitter powers of the
navigation system in order to
avord jamming. A's jamming or-
ganization must in such case
have effective signal interception
and transmitier  flenibility  for
rapid adjustment of the jamming
1o B's countermeasures.

In conclusion. therefore. it may
be said that, through their pre-
cision. radio navigation systems
permit a very high efficiency of
air attach within certain range
limits. The defence cun in such
case appreciably reduce the ef-
fectiveness of attack by suitanle
jamniing and compel the atttack-
er to adopt more costly mea-
sures for a given result. Jam-
ming mayv be interfered with by
changes of frequency and other
antijamming  measures.  which
calls for a great flexibility in the
janmiming organization. In many
situations an effective jamming
organization. as auxiliary o air
defence. can give a high vield in
relation ‘o s procurement and
running costs,
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The attacker’'s (B) evaluation of his
penetration aids and choice of strategy

From the preceding sections it
will be apparent that the attack-
er has a very wide range of aids
and methods for penetrating the
defences. The problem is to de-
cide which to use and how 10
mix and combine them with
other measures in order to
achieve the desired end in the
most effective way.

Certain combinations are fair-
ly obvious, e.g. the combination
of attack and jamming against
the air defence's surveillance ra-
dar system. This combination is
effective because it is very diffi-
cult for an air defence to procure
radar stations which are both
mobile {and therefore difficult
to destroy) and resistant to jam-
ming.

If the attacker hnew the dis-
position of the defence in detail.
and also the efficiency of his
penetration aids. the problem
would be fairly simple. But this
is not the case. The defence
capacity is rot definitely known.
It is especially difficult for the
attacker to know the disposition
and effect of the special elec-
tronic  counter-countermeasures
that may exist. The effect of the
penetration aids is thus to some
extent unknown. The evaluation
is also complicated by the fact
that the aircraft weapon load.
and also the number of wezpon-
carrying aircraft. must be re-
duced in proportion to the use
of penetration aids.

To get to grips with this sit-
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uation it is necessary for the
attacker, when planning a mis-
sion. to make extensive studies
on the basis of various tets of
assumptions concerning the tar-
get characteristics. the efficiency
of different components of the
air defence. and the effect of the
mtacking weapons and penetra-
tion aids.

The rising curve P, tin the
figure below) represents the pro-
bability of knocking-out a target
in the absence of .r defence.

Curve Py, represents the prob-
ability of penetrating to a tar-
get despite air defence. This is a
falling curve: the smaller the
complement of penetration aids.
the greater the quantity of wea-
pons that can be carried. but the

Probability

-

Curve P, —probability of
destroying a target with-
out air defence.

Curve P. =probability of
penetrating to hr?ol in
the presence of alr de-
fence.

Curve P. =probability of
destroying target in the
pr of air

ST T e o e M Y

Weapon load

»
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less, too, is the probability of
successful penetration of the air
defence.

The product of these two curves
yields the third curve P, the
probability of knocking out the
target in the presence of air de-
fence.

The number of critical para-
meters is very great, and the
study is complicated by the
number of parameter values that
must be varied. But an estimate
can be made of the probability
of penetration for a given set of
penetration aids. The attacker
has thereby come a step further
and obtained a valuable basis
for his choice of strategy.

No actual study has been
made for the present example
and, therefore. one can only
have an intuitive idea of what
might be an cffective strategy
for the attacker.

One possible estimation might
give priority to the following
measures:

before the outbreak of war to

concentrate  electronic  and

other military intelligence on

locating the air defence P-

band surveillance radar and S-

band low-altitude surveillance

radar,

in conjunction with the out-

break of war and in the im-

mediately following period to

destroy the air defence P-band
surveillance radar and S-band
fow-altitude surveillance radar.
to protect bombing missions
by barrage jamming of sur-
veillance radar on the L and

S bands. by jamming of fight-

er command radiocommuni-

cation and by dropping of
window (L-. C-, X-band).

to protect strike aircraft by

dropping of window (X-band).

to engage A.A. missile units

with anti-radiation missiles (L-

band).

after the outbreak of war to

concentrate clectronic  intel-

ligence on checking the effect-
iveness of combating P-band
surveillance radar and S-band
tow-altitude surveillance radar.
It appears, however. as though

various other alternatives might
be equally effective: the attacker
should perhaps refrain from
measures against the air defence
surveillance radar and use the

corresponding combat power for
attacking fighter aircraft at their
bases. concentrating electronic
intelligence perhaps on locating
the A.A. missile units. ete.

Decision facing the defence,

and possible

countermeasures

The decisions open to the de-
fence are essentially limited by
its inherently defensive char-
acter.

The attacker has the initiative
in all respects and can plan his
attacks on the basis of fairly
complete information concern-
ing the air defence and its weak
points. while himself being able
to a large extent to keep secret
even the main features of his
plan.

The defence cannot know what
parts of the air defence the at-
tacker intends to attack with
weapons, what types of radar
stations will be engaged with
anti-radiation missiles. what jam-
ming methods may be used. and
S0 0N,

The planning of the use of the
existing air defence organization
and the longer-term planning for

improved systems must there-
fore be based on alternatives. so
that the air defence will be
equally effective whatever the
form of attack.

The defender realizes that. if
he leaves any gap in his de-
fences. the attacker can get to
know of and exploit it. The de-
fender must therefore guard
against all alternatives.

The counter-countermeasures
which the defender can take
against the attacker’s counter-
measures are tactical in the form
of restrictive transmission from
certain radar stations. shutting-
down of radar stations under the
threat of attack by antiradiation
missiles. variation of frequency.
regrouping or the like. and of
longer-term  measures such  as
modifications and new procure-
ments of equipment.

In conjunction with the weak points discussed. the following ex-
amples of long-term measures may be noted:

Weak point

Surveillance radar vulnerable
to self-protective jamming.

Fixes radars easy to attack
with weapons, as they can be
located even in peacetime.
Difficulty of attacking low-al-
titude targets with fire control
radar on account of ground
and sea clutter.

A.A. missile system susceptible
to deception of homing device.

Action

Establishment of a passive di-
rection-finding system (jam-
ming aircraft located by taking
cross bearings on their jam-
ming signals).

Addition of a set of mobile.
e.g. airborne. surveillance ra-
dars.

New radar of doppler type
which allows suppression of
ground echoes.

Introduction of ECCM in hom-
ing device. Procurement of
alternative guidance systems
which cannot be jammed by
the same means.




Invasion over the sea is one of
the forms of aggression which
every sea-girt country must con-
sider when trying to achieve a
well-balanced defence.

The defence of and attack
against an invading naval force
offers excellent examples of
electronic warfare and illustrates
the tactical considerations which
must be made on both sides in
view of the increasingly im-
portant role of electronics in
modern warfare.

Out at sea an invasion fleet
can be fought with a number of
weapons: submarines. coastal and
naval missiles. and strike aircraft
with different armaments. Near-
er the home coast other weapons
may be used: mines. coastal and
naval artillery, short-range mis-
sile systems. The invading force
naturally seeks to build up a de-
fense system that is effective
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against all forms of weapons.
but obviously attaches more im-
portance to those which are
judged to constitute the most
serious threat.

How. then. is an invader likely
to reason when attempting to
gain optimum protection against
a particular weapons system?
And. viewing the situation from
the side which is going to fight
the invasion fleet. what can be
done to reduce the effect of the
invader’s protective measures?
A number of steps in the long
sequence of reasoning leading up
to the final choice of defence
system must naturally be omit-
ted in a short study. but the
main factors involved might
nevertheless be illustrated.

The strategic and tactical con-
siderations underlying the broad
plan for the invasion may be
disregarded. It may be assumed

that the targets to be protected
are grouped in a number of
separate and identical configura-
tions or convoys. Each convoy is
assumed to consist of a large
number of identical vessels. To
simplify the calculations in the
example to be presented below.
one may assume that each con-
voy is of circular form.

For the main protection of
each convoy against air attackh
there are a number of destroyers
equipped with A.A. missiles.
Since the convoy js gathered
within a circular area. the guid-
ed missile-armed destroyers are
grouped in a circle (see drawing
above).

The main weapon for engag-
ing the convoys is assumed to be
strike aircraft equipped with air-
to-surface missiles. The invader
is assumed to have cognizance
of this. The missiles have a given
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runge and. after being launched.
are guided to the target by an
active radar homing device. This
means that the strike aircraft
can return as soon as they have
launched their missiles.

The contest to be fought may
be divided into a series of duels.
of which three will be studied.
The first is a range duel. the
main factors in which are the
ranges of the air-to-surface mis-
siles and A.A. missiles, and the
ranges of their respective radar
equipment. In the second duel a
study will be made of how jam-
ming of the A.A. missile system
by the strike aircraft affects
their chances of survival. The
third duel concerns the jamming
of the homing devices in the
air-to-surface missiles. This study
also shows how a given number
of jammers should be grouped
for optimum protection.

The range duel

1t is here assumed that the range
of the air-to-surface missiles is
fixed and cannot be changed.
but that the opposing side does
not know their range with ab-
solute certainty. Since these mis-
siles are assumed to constitute
the main threat it is natural that
the invader tries to group the
destroyers at a distance from the
convoy which gives the max-
imum A.A. missile effect against
the strike aircraft, from which-
ever direction the attack comes.
This latter condition suggests a
symmetrical grouping of the de-
stroyers. The grouping must.
however, not be so critical as to
yield a considerably inferior ef-
fect if the range of the air-to-
surface missiles is not exactly
that which is judged to be most
probable.

An AA. missile unit has
given effective intercept zone
within which its missiles can hit
a target. The outer limit of the
intercept zone is affected by
several factors: in this study.
however. we shall assume the
only limiting factor to be the
range of the missile engine. the
outer limit thus being a circle.
Adjoining the A.A. missile unit
is a dead zone. where one can-
not count on a hit as the missile
cannot be guided during its ac-
celeration phase. The dead zone
may often be approximated to a
circle.

1t is often impossible to wtilize
the outer part of the intercept
zone owing to the detection
range being too short or the
system’s reaction time, in rela-
tion to the speed of the targets.
being 100 long. As a rule. more-
over. certain firing  restrictions
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are imposed by the locations of
one’s own units. In general, of
courte. the longer a target re-
mains within the intercept zone
of an A.A. missile unit, the more
shots the unit can fire with a
prospect of hitting the target. In
this case the targets consist of
strike aircraft which turn back
at a given distance from the
convoy. An A.A. missile unit
which gets a target within its
intercept zone. therefore. should
achieve the greatest effect if
located at a distance from the
convoy equal to the distance at
which the aircraft turn about, as
firing in the rear 180 -sector.
where its own ships are. would
be impermissible. With a given
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BATTLE EXAMPLE

This example will present the
results  of calcutations of the
number of prospective A.A. mis-
sile hits under given assumptions.
The A.A. missile system is as-
sumed to have the following
duta.

Max. range 25 km.

Min. range (dead zone) 3 km.

Average velocity 600 m sec.

Time delay from detection to

first launching 20 sec.

Time delay from intercept to

next launching 10 sec.

Surveillance radar range 40

km.

The missiles are of semi-active
homing type and travel on an
ideal straight path to the cal-
culated point of impact. Every
guided-missile-armed  destroyer
has been allotted a firing sector
limited by the bearings to its
neighbouring destroyers. One
round consists of one A.A. mis-
sile.

The attacks on the convoy are
made on a squadron basis. i.c.
with 8 aircraft. The squadron is
divided into four pairs. but these
are so closely grouped that the
longitudinal and lateral disper-

number of destroyers. on the
other hand. a larger number of
units should be able to engage a
target if the destroyers are group-
sd close together. as the inter-
cept zones then overlap. Which
of these two alternatives should
be adopted can hardly be decided
on general grounds.

In the example given below,
the situation has been analysed
quantitatively. The measure of
the destroyers’” A.A. missile ef-
fectiveness has been taken as the
number of missiles fired with
prospect of hitting a target. The
number of prespective hits (en-
gagements) is calculated under
given conditions. This number
is denoted E.
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sion of the squadron may be dis-
regarded. The aircraft fly at
300 m sec.

The range of the air-to-sur-
face missiles is such that the
launching aircraft can turn at a
distance of 16 km from the
centre of the convoy. This dis-
tance is denoted R,. After the
aircraft have turned. no A.A.
missile is assumed to be able o
obtain a hit.

The number of destroyers is
of no concern for the purpose of

E Number of proypective missile
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Assuming ideal  operations
control. 0 that perfect target
allocation is achieved and no
double engagements occur. the
number of shot-down  aireraft
will be

L_F-p,
where p,, is the probability of
hit by A.A. missiles under un-
jammed conditions.

in the example E is found to
be 6. If p,, is taken as 0.7. the
losses will be 4.2 aircraft. As 8
aircraft are assumed to be used
in each attack. only 3.8 aircraft
would survive the attuck. This
corresponds to a survival proba-
bility of (0.4%8. altogether too low
a figure to be acceptable. Mea-
sures to increase the probability
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the study and will be taken as 6.
By faitly simple methods one
can now calculate the number of
prospective hits by A A. missiles
as function of the distance of the
destrovers from the centre of
the convoy. This distance is the
radius of the destroyer circle and
is denoted R;. The exact posi-
tion of each destrover is not
known to the attacking aircraft.
and we must therefore make cal-
culations for a number of al-
ternative and equally probable
directions of surface-to-air mis-
sile attack. By then forming a

hits
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of survival must therefore be
taken. One such measure is to
operate with farger formations,
but this will not be discussed
here. Another is to jam the A.A.
missile system. The duel between
the jammers in the strike air-
craft and the A.A. missile sys-
tem will be studied in the follow-
ing section.

A.A. missile-jammer duel

An A.A. missile system of the
kind described is for its proper
function dependent on a number
of electronic systems. which are
more or less susceptible to dif-
ferent kinds of jamming. The
first electronic systems to come
into operation are the surveill-

mean value over all directions.
the anticipated number of hits is
obtained for attack on the con-
voy from an arbitrary direction.

As the opposing side does not
exactly know the range of the
air-to-surface missiles, which is
what determines the turning dis-
tance. the calculation procedure
must be repeated for turning
distances of 12, 14, 18 and 20
km. The results of the calcula-
tions are presented diagrammat-
ically (below left). where the
number of A.A. missile hits (F}
is plotted as function of the
radius of the destroyer circle
(R ¢) with turning distance (R)) as
parameter.

it will be seen that the maxi-
mum number of hits is obtained
if Ry is equal to R, (exception
R, = 12). If the invader is ab-
solutely sure that R, =16 km.
he chooses Ry = 16 km. He can-
not be 100 per cent sure. how-
ever. and so must adopt some
kind of risk criterion in the se-
lection of Ry. In this case R, =
16 km and one sees that the
number of A.A. missile hits is
roughly the same if R is some-
where in the interval 12—15 km.

where E is very close to 6. i

ance radars. Jamming of these
delays and may even prevent
detection of the attack. which.
of course. limits the number of
A.A. missile engagements and
so reduces the losses.

The surveillance radar stations
can be jammed in many different
ways. some of which will be
described below. One of the
more obvious methods—the ef-
fect of which can be reasonably
well predicted—is barrage jam-
ming. e.g. with wide-band noire.
This “drowns” the aircraftechoes
in the jammed sectors on the
radar indicators.

This method of jamming. how-
ever. involves certain difficulties
and risks. A modern naval ves-
sel is usually equipped with
more than one surveiflance sys-
tem. and they generally work
within different frequency bands.
A considerable amount of jam-
ming equipment is therefore
needed to cater for all systems.
The radar stations may also be
equipped with auxiliary apparatus
which determines the hearings of
the jammers. By combining the
bearings measured from different
jammed radars, the locations of
the jammers can be determined
with sufficient accuracy to direct
fire control and illumination ra-
dars onto them. If the jammers
are carried by aircraft in the
attacking force. there is clearly
a great risk of their being en-
gaged.

If the jamming comes from
special jamming aircraft. which,
for example. may fly-in behind
the attacking force (stand-off
jamming). the attacking force
may perhaps go in unscathed. If
the jamming aircraft keep out-
side the range of the A.A. mis-
siles. they. too. can operate in
safety. An analysis of this case.
however. shows. that very great
tactical difficulties arise in the
coordinatih 1 of jaumming and
attack operations.

In view of the large distances
effective jamming of a particular
surveillance radar can be count-
ed on only when its aerial lobe

bears upon the jummer. This is o
very serious limitation. as a strike
aircraft is sure 10 escape detec-
tion by a surveillance radar only
when it is within 4 wector around
the radar-jammer bearing. the
width of which is equal to the
radar aerial lobe. i.e. of an order
of 2-——10 . Since the guided-mis-
sile-armed destroyers are spread
over a fairly wide area. not only
must there be a large number of
jammers but their locations must
be successively adjusted as the
strike aircraft approach the de-
stroyers if detection is to he
effectively prevented. There are
other electronic systems which
can be jammed by other meth-
ods which are very much less
exacting both tactically and in
respect of the quantity of jam-
ming equipment. 1t is natural.
therefore. that the choice should
fall primarily on such methods.

The illuminating radar of a
semiactive homing A.A. misile
system could also be jammed in
several ways. Pure barrage jam-
ming of the illuminating radar.
of course. affects the homing
device as well. as the latter nor-
mally operates on illuminating
radar signals reflected from the
target. A modern homing device
is often designed to switch over
to passive tracking and home on
the jamming signals. Clearly.
therefore. barrage jamming of
illuminating radar from the strike
aircraft cannot be considered to
afford protection. Stand-off jam-
ming is also conceivable in this
case. but the tactical require-
ments on the jamming aircraft
are cven greater than for jam-
ming of surveillance radar. since
an illumination radar has a nar-
rower aerial lobe than a sur-
veillance radar.

Both illumination radars and
homing devices can be opposed
by different forms of deceplive
jamming. These arc usually very
effective and require only & maod-
erate quantity of jamming ap-
paratus. one reason being that it
is hardly necessary to counter
more than one kind of A A, mis-
sife system. Deceptive jamming
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The Swedish strike aircrait A 32 Lansen in twin formation, Each plan carries
two air-to-surface missiles type R8 (4.

can be done in many ways. but  formation in some important  losses. which means that a larger f

the characteristic feature of this
form of jamming is that the jam-
ming signals resemble the true
echo signals but are distorted so
that the radar is given false in-

respect. The most common forms  number of air-to-surface missiles

are range deception, angular de-

ception and speed deception.
The main effect of deceptive

jamming is reduction of aircraft

£ 4 U Loatancran

can be launched.

Factors affecting the effect of
jamming are the tactics adopted
by the attacking aircraft. the

Number of
ismming
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Number ot
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number of aircraft carrying jam-
mers, and the jammer perform-
ance. e.g. output  power and
aerial system. The diagram (left)
shows how the losses of aircraft
in a particular case depend on
the number of jammer-carry-
ing aircraft and on the effective-
ness of the jammers. This can be
measured in percentage of A.A.

The United St and the Soviet
Union both possess several types of
A.A. misslle equipped ships. (Left) A
Soviet guided-missile armed destroyer
of Kynds class, (right) the U.S. light
cruiser Gaiveston with Terrier sur-
face-to-air missile system.

missile launchings which can be
jammed.

This second study has shown
that ECM can reduce losses and
increase the number of air-to-
surface missile launchings. The
next study will illustrate what
the invading force can do about
the air-to-surface missiles which.
after being launched. are on

their way towards the convoy
with their homing devices in
operation,

Duel between air-to-surface
missiles and jammers

What can the invading force do
10 guard against the air-to-sur-
face missiles? The A.A. guns on
some landing craft or on other




vessels in the convoy, c.g. mine-
sweepers or submarine chasers.
will shoot down some of the
missiles. Anair-to-surface  mis-
sle is @ osmall target. however.,
and is not so casy to hit. espec-
ialfy at fow altitude. Other pro-
tective measures must be taken.
therefore. apart from pure fire-
power. One effective method s
1o jum the missile homing deviee.

These homing  devices—like
those in ALA. missiles—can be
jammed in many different ways.
which will not be discussed here.
We consider, instead. that the
invading force has  decided o
cmploy harrage jamming to pre-
went the homing missiles from
loching on target. As the convoy
configuration is circular and an
attach may be expected frons any
direction, it is natural that the
jammers. too, should be grouped
in u circle.

I'he  invading force  cannot
Anow evuctly the characteristics
of the air-to-surface missile and
must therefore be very careful
in the choice of carriers for the
jummers. Whether a homing de-
vice can be switched over 10
passive tracking of jammers is
practically impossible to discover
by celectronic intelligence. The
invader must consider this poss-
ibility and should therefore avoid
placing jammers in the landing
craft. Otherwise the jammers
might attract air-to-surface mis-
siles and prove a greater hazard
to the carrier vessel than if it
contained no jammer. The num-
ber  of  jammers.  moreover.

This diagram shows how it is poss-
ible to find the optimal radius of the
circle on which the jammers are
placed.

52

would be quickly decimated. One
alternative is to place the jum-
mers in ospecial vessels so con-
structed that they do not trigger-
off the proximity fuzes of the air-
to-surface missiles. This would
involve  practical  difficulties.
which. however. will not be dis-
cussed here: instead we simply
assume that the jammers are not
dilenced by the missiles.

This reasoning shows how the
invader is forced into adopting
measures which have both opera-
tive consequences and may in-
volve an cconomic sacrifice ow-
ing 10 hiy lach of knowledge of
the characteristies of the hom-
ing device.

The tactors determining  the
effectiveness of jamming in this
ciase are the performance of the
homing device und the character-
istics and  geometrical  arrange-
ment of the jammers. For given
characteristics of homing device
and jammer the positioning of a
given number of jammers ¢an be

p Probability of non-locking on target

found which ensures the greatest
jumming efficiency. The efficien-
¢y may be measured. for ex-
ample. in ierms of the proba-
bility of preventing a homing
device from loching on target
irrespective of the direction of
attach.

The diagrum below shows the
result of a calculation with fic-
tive homing devices and  jam-
mers. The object is 10 ilustrate
that there is an optimal length of
radius (R, ) of the circle along
which the jammers are assumed
to be grouped.

There are several other ele-
ments in the shetched situation.
cach ot which can—and often
must-—be subjected to - detailed
study and optimization analysis,
The antention here has been
merely to give examples of duels
which may arise in complicated
battle  situgtions, und 1o show
that clectronic warfare can be
studied by the same methods as
other forms of wartare.

L st s

A; =radius of
jemmer cired (km)




Tele-
communication
Systems '
in Land
Warfare

In Land warfure clectronies is
used. among other purposes. for
conpunication,
and location.

reconnaissatice

Communication

-—the transmission of orders, re-
ports ete.——can  tihe place by
wire or radio. In guickly chang-
ing situations there is often no
time to establish wire communi-
cation, and a wire networh many
alvo be dumaged by enemy ac-
tion. Radio communication i~
theretore vital. The threat of

Transmitter \\ Esriit's swisce

On the shori-wave band space wave propagation via the ionosphere can
providge a large range. but there is a severe congestion of stations on the

wequency scale.

WLOMIC Weapons necessitates wide
dispersion and mobility of units
and pliaces great demands on the
range of radio stations.

Several frequency bands are
used  for radiocommunications
(p. 17). Thanks to jonospheric
reflecuon short wave can be used
over long distances. ¢.g. for com-
munication between Staff H.Q.s.
Communication may be by tele-
printer. telegraphy. telephony or
video transmission.

With small heights of acrial
the lower VHE hand s usable

Good ication b incr

over short distances  tgenerally
not more than 20 kot or ~o) and
is employed between smiall units.
Communication is  usually by
telephony.

Hicher frequencies are used
for communication over radio
links which. with suitably placed
directional  aerials. can  cover
shorter or fonger distances in
one or more hops.

Rudio link communication is
used  chicfly  between  higher
staffs and may be by weleprinter.
telephonmy or video transmission.

ingly important wilth greater mobility and dispersion of units.

‘ Receiver
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Small radio stations operating on the VHF band are used by small units. e.g.

for battle command or fire control.

A radio link can be used over long distances and in broken country and can

transmit large quantities of information.
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Interception
and jamming of
radio communication
cant e dene an ditterent wanes
accordiny to the wase propuaga
ton and the tactical situation

A a conqueted bdechead.
fog enatple. mobile stetions can
e established tor sienal anter
ceptionand wimmmg Smadl
portable doecton pinders can e
used I commando units 1o
makinye ther wan to stadt hoad
disarters o other locations egup
ped with tansnotters, andd Lieht
lammers can b dropped i are
numbers byoparachute aronnd
Padio comimunication centres

On the shore wase band the
Athacher can ise onospheie e
tlecton and opetate trom sround
statiofs g b o lernton
From these he can both e
cept and am the detence’s shont
W COMIMEIICanieons

On the VHE band and
higher trequenaies muovh can be
sained o osenal strenetho ot the

*‘Hidden transmitter hunt " —with port-
able DF receivers—is in many coun-
tries a sport with direct military
associations. The picture shows an
American DF receiv r.
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groud wine attenuation can be
teduced by procunic g a reason-
ably free bne of sight to the
transmltien

Fhis can sometimes be achies -
od yoplacing the signal inter-
ceplion or jamming station on i
hill or mounting the acrial on o
high nast. Very great advantages
can be gained through the wave
propazation on these bands if
the apparates s placed. for ex-
ample. in o helicopter circling
a suitiable altitude.

In operating  against  radio
links there is the added problem
that the link stations use diree-
tional aerials. AU least for jam-
ming. theretfore, one must usual-
Iv mike sure that the jumming
signal enters the main lobe of
the hink acerial.

The develop t of i d p and integrated circuits
favours a mass effort with, perhaps. first-sized jammers against radio com-
munication centres and staff headquariers. On the short-wave band signal in-
tercepti and } via ionos-
pheric reflection can be effected
over large distances. Butl the same
wave propagation condilions also
involve a great risk of conflicts with
one’s own short-wave communica-
tions at other places.
lonosphere
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For jamming on the VHF band it is of great value to operate {rom a fair height s0 as to diminish the ground wave

attenuation. in which case a small-power jammer will often suifice. Anchored. electrically driven helicopters have
fately been developed for several purposes, e.g. carrying of aerials or complete jamming equipments.

Interception o radioconmmu- poits tor the sahe of the m- OF SN O units
mation mav serve thiee pur- tormation they contain, ® brequenay identimication 1o
poses. viz @ Duccton-finding for location T dHNINg Opetidions
® Interception of orders o e of transmitters, amd so otten A abready noted. mmang

For jamming oi a radio link lhe ‘ammey must genetal!y be in the main lobe of at least one ot the link aerials and
preterably ot the line of the . This may cause difficull technical and tactical problems.
Interception of radio link signals can. on the other hand. sometimes be done also in the side lobes of the aerials.




For narrow-band }

band used by both parties,

nafr
a signal analytls equipmem and skilled operators are usually re-
quired. Ground-based jammers must generally have a high power

output.

can be done from ground sta-
tions or aircraft. Narrow-band.
wide-band or repeater jamming
may be used according to need
and the facilities possessed.

Narrow-band jamming may be
advisable on short wave or when
the home forces” und enemy
traffic channels are mixed with-
in the same band. Wide-band or
repeater jamming may be adopt-
ed. for example. in the VHF
range when. at least temporarily.
the enemy alone is forced to use
the band in a particular area.

Ground-based  jammer  sta-
tions usually require high out-
puts. while airborne jammers on
the VHF band can generally
operate at low powers. The ap-
paratus may be manually or
automatically operated.

The development of secmicon-
ductor components, integrated

S DR

circuits etc. favours automatic
types of equipment. such as air-
borne jammers—ialso small in-
expensive jammers for mass use
around staff headquarters etc.

Counteraction of
signal interception

If messages are coded. the en-
emy has greater difficulty in in-
terpreting intercepted signals. and
the time delay may prevent
use of the information gathered.

If a message is stored in a
suitable way and then transmitted
very rapidly. the risk of discov-
ery is reduced.

Good radio discipline precludes
unnecessary leakage of informa-
tion and cuts down the trans-
mission time. thus reducing the
possibility of interception and
jamming.

For jamming of parts of the VHF band used solely by the
enemy in a given area, use can be made of automatic narrow-
band, wide- bund or repeater apparatus. This may be of
“black box’’ type suspended under a helicopter, which has
the advantage of reduced ground wave attenuation.

W D,
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Signal message

p——

__ll. w Time scole

Signal message
after compression

High-speed transmission reduces the
risk of interception and protects
against many types of jamming. A

ge of some in length
can be compressed to a few hun-
dredths of a second.

The effect of j i n be reduced
by using dlrec(lonal nerlals. The

aerial gain in the main lobes in-
creases the traffic signal, while the
jamming is attenuated in the side
lobes. Signal iInterceplion is aiso
more difficult in the latter.

Radio station
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Radio station

On the VHF band and at higher fre-
quencies one can attempt to utilize
the terrain to reduce the effect of
jamming.

The effect of jamming

can be reduced

The ability of a radio transmitter
to override jamming can be in-
creased by suitable choice of the
type of radio signal. by raising
the power and by the use of a
directional aerial.

The radio receiver can be
equipped with an aerial which
attenuates signals from certain
bearings.

By rapid changes of channel
certain types of jamming can be
avoided atleast for short periods.

An appropriate location of the
station can often reduce the
effect of jamming. As regards
the VHF band and higher fre-
quencies. for example. the sta-
tion can be placed close to Hhill
which shields it against the jam-
mer but not against the com-
municating station. Sonw times.,
too, the distance between com-
municating stations can be re-
duced by means of intermediate
(relay) stations, so rendering the
traffic less sensitive to jamming.

Problems of communication
jamming

Signal interception and jamming
of radio communications cannot
generally be conducted simulta-
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Radio station Jammer

By Installing a .relaly station one can reduce the distance be-

iween

the strength of the

traffic signal and so the resistance to jamming.

neously. Not only does the flow
of information cease if the jam-
ming is effective. but often the
jamming masks the radio signal
in the interception receiver as
well.

If both contestants use the
same frequency band and the
traffic channels are mixed or
even identical. this must natur-
ally be taken into account so
that the jamming signals do not
prevent important communica-
tions of one's own.

On the short wave band ion-
ospheric reflection can make a
jamming signal effective at al-
together different places from
those intended. On the VHF
band and at higher frequencies
the range of the jammer is quite
effectively limited by the “radio
horizon™: it is therefore possible
within a limited area to jam
certain channels or frequency
bands which in another arca are
used for one's own communica-
tions. At high frequeacies (gen-
erally those used on radio links)
efficient directional acrials can
be used for jamming. This has
the advantage of a strong jam-
ming signal in the aerial lobe
and of reduced risk of jamming
of one’s own communicatims,

even if they use the same chan-
nels or frequency bands.

In every tactical situation the
use of jamming involves the fol-
lowing decisions:
® Should interception or jam-

ming of radio communication

be adopted?

® Will one’s own vital com-
munications  be injured by
one’s own jamming?

Often the decision is an easy
one. Communications  between
higher staffs are frequently of
such a nature that the delay—of
an order of hours—caused by
the jamming is of no great sig-
nificance. VHF communications
hetween lower units, on the other
hand. are often vital during short
periods. e.g. for artillery fire
control. In this case much can
be gained by jamming during
suitable phases of the operations
when the jamming side is not in
urgent need of radiocommunica-
tion within the particular fre-
quency range and sector of ter-
ritory. There may also be fre-
quency bands within the VHF
range. for example. which are
used by one contestant alone,
and in such case the other can
jam these vands without disturb-
ing his own communications.
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